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1. B8
Spark View 25 _E5—1{E HTML5 1212 % B & F~ Iin(Remote Desktop Protocol) - & o] L ERIZEH]

I -

BRI 7 212 £ ERYHER Windows %2t - B11E: Windows 2000 Server, Windows XP
Professional, MCE 2005, Windows Server 2003, Windows Vista Business or Ultimate, Windows
Server 2008, Windows 7 Professional, Business or Ultimate, Windows Server 2008 R2 -

s=adh it

Linux B - HBZE%L3 xrdp °
Oracle VM VirtualBox £ o] A4 RE #E 44 -

1.1. 451
Spark View £ F3 WebSocket, Canvas, Web Audio, A1 7F ( local storage ) & HTML5 4 EIR T
ERERAZE - HERNEREF - BEAMUTESR !

ZFRIREELHE - #5 Java, Flash, ActiveX 1G4 -

EFRImEEIE N4EE - FFRIEOMAFELR - Flash Player - Java SHF AR ; TRFAEORE

Same interface and experience for final users.

R EImolRARFEE MR ESEAERNERTE - £ Windows - Linux BRIFR4 - 38R/
iOS - Android B1FZE %4t PlayerBook OS £

BHRIMHRE - BT HTMLS MRATERE L2 &G Java bR -

BB RIS =S (gateway ) DI DIRIREPEIRPIARVERE -
EHEnNERFIIREM E 0T —ENE(FHER% =

OpenID #3140 Google * Yahoo HIRSEHES -

o] DB & EE R Hyper-V 245 -

RDP connection pool. See you desktop and RemoteApp instantly. No waiting any more.

Spark View B3R 7 MR S E M

TLS (SSL over RDP) & NLA (Network Level Authentication)Z@&fL/1%%
RemoteApp B 7E Mac - iPad - Playbook - Chrome Book &&& & A - 4
FEREENEFERRAE -

RemoteFX(LAN only) sz 23 & N8 0 RDP 4= I & A

X EE&F Windows 8 F1 Windows Server 2012 32l 81 E
SIRMAESIRLEIRE -

SEGEIE  AREEPIhTRINEEIEEIZL -

S EEAEERCRIRER FHEW -

SIEXHNELE -

X EEHETBRETNATERENES -

fill3
=
il
=
[
o]
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http://en.wikipedia.org/wiki/Remote_Desktop_Protocol
http://en.wikipedia.org/wiki/WebSocket
http://en.wikipedia.org/wiki/Canvas_element

. TEZEROVHAL  BEEREDTHAL -
. TIEERHEES -

1.2. 3218
Spark View B3 7 Wy {E B4 :
o FEMRTFEE (Gateway ) - =—1& WebSocket FR#5 28 & —EIfS{EELAY Web AR5 23 -
e WebEJR (HTML XX fF - css, JavaScript, B /% ) - o] DILEERE RS 2R (gateway) L -
LS fE EA web BRFZES L - W IIS% -
NER T mE AR 4 =2 a1l [E RS FE R R

User Ga’[eway RDP Hosts iinternal Metwork)

Web
Pages via
HTTR/HTTPS

RDP over
WSAWSS n
i I o
[l ¥
i |\

W WebSocket
WS5: WebSocket Secure

R LUERERTS 28 ( Gateway ) LHEEMREF AR L -
1.3 Ehl
Spark View [RELM R EABLEAZE AR 2 E:
o EETAHEARHAEPI  FAEMEIRENFERAE -
o HETWEE  BEREEZBBIHMN IAVA E -
o BAZENINGE  RAEINBERDIEREAE IR -
e Spark View 4514
o EmEAEIN(FREIERAZEINRER)
o Session #FHIRIEM

o Session Shadowing
o XiE Hyper-V &l &85
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o MBERNSNHERE

o 373 Windows 8 IR Windows Server 2012 3= i B8 142 T

o xrdp (Linux) 3218

o RD Web Access Portal Integration A8 ENEFIES

o OpenlD &S

o Z1E PostScript ] PCL ENZR#

o NEBZWNFENRES - EIREMA HTMLS B9 FRAEEE - IJLUR 7D 80%43

g
o MPIREAZASE - MO UE#EFERAPIG IME ( Microsoft RDC Az EM P
I IME ) -

2. BE
BB ( Gateway ) @—fE Java 20 - EFoIDILZREMBBRIERS L - Al Web BIRZE
#8 HTML A JavaScript X1 - A2EUARFE 8RB - DI DIZEREPIAR Web R#Es8 EeiIME
ORI AR 7528 (gateway) L -

2.1. &3 J2SE Software Development Kit (JDK)

N & Java 2 Standard Edition (J2SE) SDK, 1.6 3¢ LI RIARA (R 1.6.0_27 X64):
http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-
419409.html#jdk-6u27-oth-JPR

TR - R Java Runtime Environment (JRE) 22 577 B4 Bzt 8k K -

KERIENZ 3% JDK -

R E JAVA HOME IRIRZ =5 IDK WL HEE - EXEEREEE Java HEASUE -

ER:8 Java BELHEMIN - MIT FAGS ¢

java -version

2.2. &% Windows BR7%
RIBZLEER IDK AR AR ( 64 fiIsk 32 fi1 ) & Spark view B FEIRA - )= - 64 Uk ZAHY Spark
View REEHTTTE 32 A9 IDK L -
RERAE (ESEAE - ITEAER - FEZRWERRERE )
http://www.remotespark.com/view/SparkGatewaySetupX64Free.exe
http://www.remotespark.com/view/SparkGatewaySetupX86Free.exe
REBLZEERRRELE -
BRI E LB & license” - BEEB|LEEHER - 1R gateway.conf #BER license B & &3
BER
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http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html#jdk-6u27-oth-JPR
http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html#jdk-6u27-oth-JPR
http://www.remotespark.com/view/SparkGatewaySetupX64Free.exe
http://www.remotespark.com/view/SparkGatewaySetupX86Free.exe

R O] LZ gateway.conf IC 2 AR5 22 HUIBRIIR - R FRIAER E M BFIE 80 - B oJgeE&WE
thigFEER -
0 SparkGateway.exe EIfREIBAG KB FOEF IR E -

EREE e EE - WBHREIE NN T " SparkGateway Manager" - $TF8 "Java" FER/R1E R 7 IEFERY IDK
(MR EBIELE 7 ZE IDK ) - MNRZIR"RIFAFE - ABEFTT SparkGateway " HIFE R 15
B - BEMZEINT NS FELERE

cd C:\SparkGateway

SparkGateway.exe //1S//SparkGateway --Install=C:\SparkGateway\SparkGateway.exe --
DisplayName="SparkGateway" --Jvm=auto --Classpath=C:\SparkGateway\SparkGateway.jar --
StartMode=jvm --StartClass=com.toremote.gateway.SparkGateway --StartParams=start;-
c=C:\SparkGateway\gateway.conf --StopClass=com.toremote.gateway.SparkGateway --
StopParams=stop --LogPath=C:\SparkGateway\logs --StdOutput=auto --StdError=auto
++JvmOptions=-server

java -jar SparkGateway.jar UPDATE

"java -jar SparkGateway.jar UPDATE" will update the content of gateway.conf(using current installation
directory).

R BI LU A InstallServer.bat XHRFE LA - FRBEZ AN B HRERNEZERH—
-

F1MfE A8 Aparche Procrun 2K # 7T Windows AR7 -

sz

BEZEBEE  http://commons.apache.org/daemon/procrun.html
fRh7AZ S JDK 1.6.0 27 IRIREZ AR SZHEREE ( CredSSP ) 3§ HYPER-V & (FH
ZNLA) -

1]

2.3. &% Linux/Unix B§#5 ( Daemon )
‘& Spark View for Linux/Unix,
REMAK :

http://www.remotespark.com/view/SparkGatewayFree.zip
REBRERIZ B % - HMEE[E R usr/local/bin/SparkGateway 1E AL HEE - IREE NI TER

% daemon wrapper :
e GNU AutoConf (k7S 2.53 3¢ )

e An ANSI-C compliant compiler (GCC)
e GNU Make

e JDK (“R¥EEFEA OpenJDK )
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http://commons.apache.org/daemon/procrun.html
http://www.remotespark.com/view/SparkGatewayFree.zip

Yum groupinstall “Development Tools”’(CebtOS)

Apt-get install build-essentials (Debian/Ubuntu)

WIT R

cd /usr/local/bin/SparkGateway

tar xvfz commons-daemon-native.tar.gz

cd commons-daemon-1.0.7-native-src/unix

Jconfigure

make

cp jsve ../..

cd ../

chmod a+x SparkGateway.sh

BRI B A “license” M B H B L3 B % -
MRFEMNGE - o RIBRA0BIR AR E X HFRIEEE -
BEI)EEN

SparkGateway.sh start

= LEARFS

SparkGateway.sh stop

F{F91E A Apache Jsve YEZ Linux/Unix daemon wrapper °

BEZE:FEE  http://commons.apache.org/daemon/jsvc.html

The script (SparkGateway.sh) is only tested on CentOS, you may need to change it on other Linuxs.
Make it as a service and start automatically:

Cp SparkGatewa.sh / etc/init.d/SparkGateway

Chmod +x / etc / init.d /SparkGateway

Chkconfig—add SparkGateway

Chkconfig SparkGateway on

Start the service : service SparkGateway start

Stop the service : service SparkGateway stop

2.4. 3= Web EiREIE fth Web R 23
RO] L fE A Gateway 1E4 Web @RS - O] DUE web BIR L2 Efh Web EAR=S -
Html B #:ARIFTA web BRAREMAR S - ol EEEEIAEMREEBHAER -
MRAPIRLELEM web EARzE (BERBEE) @ A EAFERAESEAEM
iZF I Gateway BB RIS - S B L EETE Chrome Web FREE -

3. IRIZZBIRERTE
3.1. FER#E % ( Gateway )
FTEMREERTSS (gateway ) FREEBTE gateway.conf XA - THEFIESEAIEK .
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SHZ 28 E

bindAddr EE - MRPABRIERBEZE IP - EREEEP—E L.
Binding address, if you have multiple IP addresses and want to bind on one of
them.
If you have IIS running on same machine, you must ensure that it is not bound to
the IP
Address & Port you want to use for the SparkGateway. You must set the bindings
in the
I1S Manager. However, it may also be necessary to change the HTTP service
which by
default listens on port 80 for all IP addresses. To do this you can use “netsh http
add iplisten ipaddress=xxx.xxx.xxx.xxx"’ to instruct the HTTP service to listen on
IP
addresses not used by the SparkGateway. Then you can use port 80 on the unused
IP
Addresses with the SparkGateway.

Port BRIIB: R MR AR E 80.(Listening port, default is 80. You can let Gateway
listen on
2 ports at the same time, e.g. port = 80,443

ssl S5 EF SSLNZR : https 1 WSS ( WebSocket 125 3&EE ) | ZMRIRIARE
false °
[Use HTTPS and WSS (WebSocket Secure Connection), default is false. If
Gateway is listening on 2 port, the parameter can be configured as : ssl
=false, true

credSSP 15 F3 Network Level Authentication, 2 4EIRIGEETE false. “true” B—ERE L
S BB IEIRE - Use Network Level Authentication, default is false. “true”
will slow down
The connection speed a little bit. It’s not necessary to use NLA if the gateway
is connecting to internal RDP hosts only. It’s better to enable credSSP if you
are using
Microsoft RD Broker for load balancing.

backlog B RIBRFARER SO -

user Fi B BC &S 4 (users.json, JSON 18 =) B 1.

server ZE R AR5 23 BC & ST (servers.json, JSON format) B 1.

html HTML 1R B #%

directorylndex

HTML [RIAEEB R E - [RIGEEELTE 4 "rdp.html;index.html".

license

SRR S

Remote Spark Cloud Tool. Page 9 of 70




logfile H 3R SRR

maxbytes PRE BB B ST R/ - [RIGTZZERLE 30M.

maxfiles (REHBMXHEE - BEELNNERXXY  RETEZIEHZAEE 9.

logHttpHeader EERERERERHE - ROIZERTEE true.

converter Postscript PDF S B85 B84 - AR BIED - #EEE{E M Ghostscript :
http://www.ghostscript.com/download/
f5ll: C:\\Program Files\\gs\\gs9.04\\bin\\gswin64c.exe

arguments NHEmRsE - %l KRB pdf XHE - %2 NFREA ps XHE - BHZ
Pzl
fl: -dBATCH -dNOPAUSE -dUseCIEColor -dPDFSETTINGS=/printer -
sDEVICE=pdfwrite -q -sOutputFile=%1 %2

plugin R Java 2 E

pluginFile The full path of your plugin jar file

password HWEMEIE API IZRTE

mime %5 Web 8]k 22 7 INE 2 mime types

stderrLog Set false to disable logging to stdout(1E#E#i 1 )/stderr (1R 5 7R 8 )

keepDays BRI XX HFRNRFRE - REEEZEERBIK -

disk HEURRISIHE - ZEERAR EERTE -

webfeed RD Web Feed URL, FEFE S RD Web Access Portal.

recording ZRERCEE ( Session recording ) , 0: RECEE; 1.ELCIREE

recdir EEE IR =ES

recwarning EAESHPEREMEE - [RIBIZERTETR true

accessNotlInList

MREEHRERBIUFEINERMASESE (severs.json) 3¢ webfeed - T8
1B false

printer EIFRE2E - FEREE" KA PInEIREZFRE "Printer name, default is
“Remote Printer from Client”. You can specify multiple printer names by
using “;”as separator,
e.g. “Printer1 ; Printer2 “. The first one will always be the default printer.

printerDriver ENZRt% 2

shadowing P=# Shadowing FRE ( NREFMAEEE ) - TERI1ER true

cipherSuites

RISEF O DUER SSL MMBHZEA - MU BEFER— LN BEYR
R Al

SSL_RSA_ WITH_RC4 128 MD5 + SSL_RSA WITH_RC4 128 SHA -
SSL_RSA_ WITH_3DES_EDE_CBC_SHA
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http://www.ghostscript.com/download/

SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA -
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA -
TLS_DHE_RSA_WITH_AES_128 CBC_SHA -
TLS_DHE_DSS_WITH_AES_128 CBC_SHA -
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA -
TLS_DHE_DSS_WITH_AES_256_CBC_SHA -
TLS_RSA_WITH_AES_256_CBC_SHA

MBELE JAVA VBRIl

HTTP://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-
429243.html

webAddress HTTP f@AR2S web fizilt - AR OpenlD &% (REIEHED ) BEDARE
RFIm FENEEMEENIL (APIKIBEARE - NREERSERE
EITREFETE) -
clientHost Bl HPRERENTHEME - RREST M ip A3l -

ROl NAF R PSS

${FHEZHE) . FBERNTHZEE

${hostAddress} : EHERIRIE “‘E’Jﬁiﬂt

${F}: B3

${ ip}: APImAIEZTESL IP -

${ PARAM_SESSION_ID} : 5589 GUID °

${ PARAM_NUMERIC_ID} : &% 9 UEMIE NI id -

$ {ItAPImBHTa28];

140 clientHost = RS-$ {__ip}-$ {FF} + 4 RiF =2 RS-ClientHostName-0 -
RSClientHostName

performanceflags

il

° 1EX§ZD /L:\IEE TKE/J HE /|_IRE_]- ﬁ:ﬁ%g

]ﬂlll’

S 205 3.4 RDP Host LUERS
1@

To a Terminal Server/Remote Desktop Session Host.

remotefx

o g - 8552 False - RemoteFX REEE LAN & 32 iITtIBIE T

enableLookps

Set to true if you want calls to perform DNS lookups in order to return the
actual host name of the remote client. Set to false to skip the DNS lookup and
return the IP address in String form instead (thereby improving
performance). By default, DNS lookups are disabled.

Remote Spark Cloud Tool. Page 11 of 70




AxcacheTime How long (minutes) the session can be cached on gateway, default is O (RDP
session cache on gateway is disabled by default).

idleUserSession User session idle timeout, in milliseconds
Email notification when license expire ect, following is for gamil;

Mail.smtp.host Smtp.gmail.com

Mail.smtp.port 587

Mail.user support@toremote.com

Mail.password XXXX

Mail.from support@toremotec.com

Mail.to xxx@toremote.com

Mail.smtp.auth true

Mail.smtp.starttls. | true

enable

*i5 B ERL -

RO PUERA config.html BIFZ T EIR A IURMEEERBREZER - BEREERR
http://localhost/config.html 8 23] EE % IP 2R - ERNZEZBEXREE R O IR F R
A -
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mailto:support@toremote.com
mailto:support@toremotec.com
mailto:xxx@toremote.com
http://localhost/config.html或是打上主機IP

ji" 1 ToRemote.com Mail - Quer = IZ:;I What's new ﬁ Spark Configuration

<« C' | @ w-think/config.htm

Gateway': w-think

Gateway | Server User

Gateway Configuration (Saved in gateway.conf)

SSL (https and wss) [l

Port(Default is 80 or 443(SSL)) =
Binding Address

Network Level Authentication [

Path of License File C:\Users\Yongtaoworksp:
HTML Root Directory C:\Users\Yongtaoworksp:
Default Web Page

Path of Log File CAUsers\Yongtaowaorksps
Size of Single Log File(bytes) 30720000 =
Mastimum mumber of Log Files 99 =
Log HTTP header

PDF Converter C:\apps'\ghostpcl-9.05-win
PDF Converter Arguments -dBATCH -dMOPAUSE -dl
Plugin Class

Administration Password (for reporting API etc) |yourpassword
Temporary directory (for downloading/uploading) |C-\apps\share

Davs of temborarv files are keot 3 =

3.2. HTTPS #0 WSS (WebSocket /Il 2% 3E %)
WER AN ER

B

e &% ssl =true ( gatway.conf)

o B A{RAY SSL B35 F Java keystore, BZEEEE NHBE
o0 http://www.remotespark.com/Install_SSL_Certificate_In_SparkGateway.doc
ohttps://knowledge.verisign.com/support/ssl-certificatessupport/
index?page=content&actp=CROSSLINK&id=AR234
ohttp://www.agentbob.info/agentbob/79-AB.html
ohttp://portecle.sourceforge.net/

e  ANNINRF Java BIERENEN ARF523 ( Gateway ) : -Djavax.net.ssl.keyStore=keystoreFileName
-Djavax.net.ssl.keyStorePassword=yourpassword. For example: java -
Djavax.net.ssl.keyStore=C:\Program Files\SparkGateway\keystore.jks -
Djavax.net.ssl.keyStorePassword=password -jar SparkGateway.jar -c=gateway.conf
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e IETE SparkGateway Manager JIA N HEI#EIE :

-Djavax.net.ssl.keyStore=C:\Program Files \ SparkGateway \ Keystore.jks
-Djavax.net.ssl.keyStorePassword=password

oS Pepaties L S e

| General | Log On | Logging | Java |S13r11.|p I Shutduwn|

[[] use default
Java Virtual Machine:

C:\Program FilesYJavaljdkl.6.0_27jre'bintserver jvm.dl D

Java Classpath:

C:\Program Files\SparkGateway\SparkGateway . jar

Java Options:

Dijavax.net.ssl.keyStore=C:\Program Files\SparkiGatewaykeystore, -«
Djavax.net.ssl.keyStorePassword=password

Initial memaory poal:

Maximum memory poal:

Thread stack size:

Or adding following lines in SparkGateway.sh on Linux:
Case “$1”in
Start)
$DAEMON_HOME/jsvc $JSVC_OPTS\
-jvm server \
-home $JAVE_HOME\
-Djave.io.tmpdir=$TMP_DIR\
-Djavax.net.ssl.keyStore=./keystore.jks\
-Djavax.net.ssl.keyStorePassword=password\
-wait 10 \
B EREEEAR Chrome and Opera.
3.3. Remote Desktop Web Access Portal &
EHzZE¥ES - AP DIHERE RS E #1052 o] LUE AV RemoteApp MR E I -
MEZ .
1. RemoteApp E&L M5 E - WHEIA Y Web ZEY ©
2. Web Acess portal FTERIEER 2 EA RN -
Z1H

iR
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1. 7£ gateway.conf NFZE web feed URL. =& URL Z#REY portal fi7 i+
/RDWeb/feed/webfeed.aspx, EEU : webfeed =
https://cloud.remotespark.com/RDWeb/feed/webfeed.aspx

2. 1EH login.html {ERRIAIRAE B #H, 7£ gateway.conf NELE directorylndex =
login.html;rdp.html;index.html - IGHE{RELE 7 html directory - Spark AR 7% 23 [EI 5 7% B #%
EFERRAIEN X

3. Make sure html directory is configured in gateway.conf. Gateway will save application
icons under this directory (in RDWeb subdirectory).

RABBRERP XM (users.json ) 1 RDP AR#523 34 (servers.json ) °

/ ™1 ToRemote.com Mail - Inbo: = ﬁ Spark View

<« C  ® w-think/login.htm w S

My Computers and Programs:

A A A P =

Abacus Accounting Abacus Law Abacus Message Slips Adobe Acrobat 9 Pro Extended BestCase Clients
s al <7 = =
& - (= ey =
CompanionLink Synchronize Company Excel MyECFMail Outlook PowerPoint RingCentral Call Controller
3 1=
Windows Live Messenger Word

Copyright © Remote Spark Corp. 2011 www remotespark com

3.4.RDP falfR&3:%
IRETLURIRR servers.json A AREREIRE B4 40 ROP RSB RARMAOSE - REH - EAET
DU Bl 15 5)— BT LUB A KO BRI 385248 1D -
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I Spark View

<« C' @ admin-pc/rdp.htm Ly R

Spark View 1.8.1

World's first html5 Remote Desktop Protocol (RDP) client. What's new

Spark Gateway: admin-pc *default port is 80 if it's not specified (ipport).
General “ Display || Local || Programs || Experience |
Enter the name of the remote computer or drag a rdp file here:
Computer |E
demo - e
Port demo2
User Name demo3
demod L
Password RemoteAppWord 1
. RemoteApp\Wordpad
Domain RemoteAppExcel
kjExcel
Keyboard kjWord
kjOutlook “h
[ VirnalBox RDP or xrdp

[CIear] [Delete] [Save] [Connect]

B+ :
{
I* 22 —EERE - A EREAZEENIAY UTF-8 (without byte order mark) 4R A5 3R (R 17 3% ST 40/
"type": "NORMALLIST",
[*O]3EFHEVE - WHITELIST, BLACKLIST, NORMALLIST */
"display": true,
I* BREZBIRGRPE %/
""connections™: [

{
"id": "Word",
"displayName": "RemoteApp MS Word",
"server': "213.180.85.124",

"icon™: "kbd.png",
"protocols": "rdp",
"rdp™: {

"username": "demo",
"password": "moff. QWE",
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"domain™: "SERVERSKY",
"remoteProgram": "||WINWORD",
"mapClipboard": true,
"mapDisk": true,
"playSound™: 0,
"mapPrinter": true
}
}
]
}
ZXMHZ ISON 1B - {} RE—EH R - [| 2 —EEE - SESE oI LUEAK RDP EIRAYTHE

BE (EUEXHPERNIEERSZERPIRER) -

g e SHE

Port RDP HBEHEIR - [RIGIZAERR TE 18 3389

Username Windows £ HEZ 2 -

Password Windows & %2 %

Console e=aEREIERSEEEREI ( console session, or admin mode )
Width RDP REEE - IRRARTE HAMEEAAERETOEE -
Height RDOPRESE - IRRARTE HAKESERAEREOSE -
color RDPEREEIRE @ [RIGIZERTEE 16 -

command EERENER -

directory EREEERNEE BT

mapClipboard

mapDisk

ERIBHERE

disks

i
EEMASEERS
=
+

HER0MEE - 2—1E Devicelnfo FIEIZE - Devicelnfo ¥J 4518 -
{

"dosName": "disk1",

"longName": "disk1 on local",

"devicePath": "/apps/test/"

}

Default value for actions is 7= ACTION_REDIRECT(1) |
ACTION_DOWNLOAD(2) |
ACTION_UPLOAD(4). Set value to 2 if you want this disk downloadable
only,1 if you
Only want this disk mapped to RDP host. Right now, only the first disk can
be a downloadable directory.
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playSound

0: EAMIENEI BN FAOBE 1 FIEN 2 R B HERES -

audioRecord

EhHBERES (BBP)

performanceflags

ReaiZ#EREE 111 - 8 MIERUMNAS -

PERF_DISABLE_WALLPAPER = 0x01,
PERF_DISABLE_FULLWINDOWDRAG = 0x02;
PERF_DISABLE_MENUANIMATIONS = 0x04;
PERF_DISABLE_THEMING = 0x08;
PERF_DISABLE_CURSOR_SHADOW = 0x20;
PERF_DISABLE_CURSORSETTINGS = 0x40;
PERF_ENABLE_FONT_SMOOTHING = 0x80;
PERF_ENABLE_DESKTOP_COMPOSITION = 0x100;

111 = PERF_DISABLE_CURSOR_SHADOW |

PERF_DISABLE_CURSORSETTINGS |

PERF_DISABLE_FULLWINDOWDRAG |

PERF_DISABLE_MENUANIMATIONS | PERF_DISABLE_THEMING
| PERF_DISABLE_WALLPAPER;

legacyMode HAEED - MRIRIEEEES xrdp 5 VirtualBox RDP :BRUFHEBET -
mapPrinter EERABESIED -
remoteProgram | R{E)—1{& RemteoApp ° 75 fE A RemoteApp K5I (alias) - ERFERIZAIE

MPRFREZ—ERIBMAZ—EERE - WO
|[WINWORD, |wordpad, or |EXCEL.

remoteWorkDir | RemoteApp BY%E 1T B §%.

remoteArgs RemoteApp HETTSH

credSSP =& # A NLA (Network Level Authentication).

sessionRecord 0: RETEEFE, LEREER (RBEET) -

keyboard RERE

loadBalancelnfo | B &&=

shadowing P2 A

vmid HYPER-V £ #4238 GUID - fI10 : B3D5444C-2611 F-405A-9CA0-
7AA8BDA94DFOB - B2&4 HYPER-V & EE: -

minWidth B/\R  ALEREARZZERENETEENT

minHeight &/N\SE Minimum height

Remote Spark Cloud Tool. Page 18 of 70




Remotefx o #g - 8% = False - RemoteFX RBETE LAN K& 32 iItiRIE ~

BIENTE servers.json - EOJLIER IP i E

{
"id": "rangel",
"ipRanges": [
{"from": "192.168.0.0", "to": "192.168.0.250"},
{"from"; "192.168.56.0", "to": "192.168.56.250"}
1
I3

R LAE A config.html BIFZ T EIRV G S RIMZERAER - BEAZESR
http://localhost/config.html Sl 2T EE# 1P RMFERL - BERELZEEEAREE R o DIEAR M EHFR
e/ -

/™M ToRemote.com Mail - Quer » ' () What's new - | & Spark Configuration
= C  ©® w-think/config.htm kiR h

Gateway: | w-think

Start Configuration

Gateway | Server ] User

Server (RDP Host) Configuration (Saved in servers.json)

Type | Normal List [+ Visible

ID Display Name Server Action
testl test com 192.168.0.118 Q. (X
2 2 192.168.8.119 Q) (X
3 3 192.168.8.118 G, (X

ol £/ users.json FEEEEEEREMEANEIRAERERS - EZRARAEN - £HEFE
FET OEAzaEKERRES -
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http://localhost/config.html或是打上主機IP

&) Spark View

€ C' | [1192.168.0.109:8088
ElEsaEs O EEA B Google 4 ==SparkView [ ==Spark Configur...

a1

Spark View 2.6.5

Spark Gateway: 192.168.0.109:3088
Domain'user name: |

Password:

Google

80 is default port of Spark Gateway if it's not specified (ip:port).
What's new

Copyright © Remote Spark Corp. 2011 www remotespark. com

S Bl LUE AR OpenID 1R EZ 8% ( Google ~ Yahoo 1RFE% ) - OpenlD &

SR ARBRETE login.ntml A FRE BEMRE -

- TE{RIRER & gateway B ARFE 28 1E gateway.conf B HY web Azl - WRITEH IR B AR FE 231 H
HTTP://192.168.0.118:8080/login.html - 7E gateway.conf webAddress &% &
HTTP://192.168.0.118:8080 °

« FE{R servers.json PRERE B 2MAE FEMAHIIE ( Gmail MZHLINREFE B Google 1RF ) -
» Servers.json PRIBIERFF AR - FRLUROI LIRS A EHEERE -

MRITAFEZEH OpenID E#5 - Mo IR login.html B9—E35 :

<a href="/OPENID?id=Google"><img src="google.png" title="Sign in with Google account"/></a>
FEAERERIN ROP ERFEAET - (I MIEREREIEE

C @ admin-pc/iogin.htm

My Computers and Programs:

& o o a

demo4 RemoteApp WORD RemoteApp Wordpad RemoteApp Excel

Copyright © Remote Spark Corp. 2011 www remotespark com

R ol LUER config.html BIFEMTENAIVRERERARRE - FERAE:R
http://localhost/config.html 80 23] EE % IP 2R - ERNZEEZEEXREE R O] IR FHFERL
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http://192.168.0.118:8080/
http://localhost/config.html或是打上主機IP

B, EAE SREZRMNE T B - MBIRIEE R OpeniD 22 ( HEE2 Google 155
5) -

ﬂ Spark Configuration

« C' | [ w-think/config.html el =

Gateway': lv_u-think
Start Configuration |

Gateway Server | User |

User Configuration (Saved in users.json) Add | Refresh |
Import Active Directory Users | | |

Name Password Servers isDomainUser Action

Al DU Active Directory F#38 A FAEIRSEZE - SR FERAE I LARSERE ERE
SparkGateway £ # - BRHRBUWAZTEGREE ( FERER ***LL Active Directory 255 ) -

3.6. B EFIED
L B4 RDPIRIEHE - BEIRFEE ROP BB R EEH A PhLT IR 2N - BEFEH
Spark UG EEFIED - AlMB LR ETERENIZT
ABRBELEE MRS ENE RDP H#iF -
ABELFEIMRAEFE AR (MS Easy printing %2 NET Framework 3.5).
RDP F #1m% a] LLZE —hR A Windows (MS Easy printing I Z Windows 7 M AR ).
1 FABIIRYBIENBIE (via http or https) + AEEEAY RDP 1 B AR -
SIEFTAENZFEY - [BRs23 PostScript & PCL ENFE B IR MZHATZF - .
SIEEEIAERE - o] BITE Mac, Android, los _Ef A (MS and Citrix ZIEIRTE PC L) -
BOWIREERE -

N o a k~ w b e
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Spark EEAR75 28 ( Gateway ) 2 EHE)7E RDP FR#5=3 1B 18NN —EBAEIREEZT -

7
oLy

G Spark View-Evaluation Onl;

€« C' @ admin-pc/rdp.htm

o W WINDOWS
File Edit ‘iew Favorites Tools  Help |

';' bespin embedded - Google =

- o)X
&

Address

F
: R
s
R
R
R
|

e Back =

G

&
Print

eneral |

Lo o | p—

" Select Printer

Fay

Statug:  Ready
Location:
Comment:

[~ Printtafile  Preferences |
Find Printer... |

~ Page Range
Al

€ Selection € Current Page

" Pages: I

Murnber of copies: |1 3:

¥ Collste ﬂ ﬂ

Print I Cancel | Apply |

IBStartl (3 WINDOWS ||9 cmsetacl - Notepad @ % «PRD 1:04pPm
B AR7E 88 ( Gateway ) E#EI83IE145R 2| PDF XX -
B AR75 88 ( Gateway ) % PDF X XL APl -
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o MPIKOUEERNIIENZI K -

[ Spark View-Evaluation Only ::' bespin embedded - Google =

| & C  © admin-pc/rdp.htm

cmsetac]
——————— pate: 07/16/2009 ———————-Time: 14:01:13 —————e
Registering cmsetacL.dl]
setting ACL to cM folder
rRegistered cmsetacL.dl]

——————— pDate: 08/26/2011 -———---- —————
Registering cmsetAcL.dl]
Registered cmsetacl.dl]

S TESIENEEFER - IREEL R —ERY PostScript 2] PDF #1423 7F gateway Ui °

#25%E F Ghostscript - AR B O IEARRNY¥E LEF -

B ERENZRE E RIS T RDP X HE RN -

L PostScript ENZR (i:):

1. ERZE PostScript to PDF BEI£237F gateway.conf (B4t fEEFT Ghostscript 2 E#32 - N EA3HMN
'~ : http://www.ghostscript.com/download/here):

converter = C:\\Program Files \\gs\\gs9.05\\bin\\gswin64c.exe
2. £ gateway.conf % E RIS EL
Arguments = -Dbatch —Dnopause —~dUseCIEColor —Dpdfsettings=/PRINTER-
Sdevice=PDFWRITE —Q —-SWOTPUTfILE=%1 %2
3. X PostScript ENF#EEEN 12 T07E gateway.conf (EIR):
printerDriver = HP Color LaserJet 8500 PS

Remote Spark Cloud Tool. Page 23 of 70


http://www.ghostscript.com/download/here
file://gs/gs9.05/bin/gswin64c.exe

4. 7E gateway.conf tPE& TE ENF MR B F (EIR)
Printer = My Printer Name

L& PCL ENRE (FERAENREEREA PCL ENFRE):
1. FRZE PCL to PDF ##I2237F in gateway.conf (R4 EF ghostPCL EEEREE - TEHALUT -
http://www.ghostscript.com/GhostPCL..html ):
converter = C:\\apps\\ghostpcl-9.05-win32\\pcl6-9.05-win32.exe
2. 7 gateway.conf: PR EE RIS E -
Arguments = -Dnopause —Sdevice = pdfwrite —sOutputFile =%1 %2
3. R PCL ENFEHRIERENTE TV TE gateway.conf:
printerDriver = HP LaserJet 4100 Series PCL
4. RELNRMAIRMEIE gateway.conf (EIR)
Printer = My Printer Name
YNERYRTE Windows 2003 LB E| —E“A B It LR "EE - FEXLUPRE :

£ Control Panel =3

€] ] Fr O Search [ Folders [ 0 X )

Address |@' Contral Panel

Mame System Properties 2 EJ
@\ Display
[iFolder Options Advanced Automnatic Updates Remoate
Ehrants General Computer Name | Hardware
‘E=Game Controllers

£ Inkermet Options Device Manager
£ ) ! )
(£l Tava § The Device Manager lists all the hardware device

Eg-.lk.eybo.ard an Jaur c:omfputer.dUge the Device Manager to e 1y i hardware installation, Windows might detect software that
e Licensing properties of any device. has not passed Windows Logo testing to verify its compatibilicy with

T - Windows, (Tell me whry this testing is important,
I Mouse Device M3 I ] [ )
‘;Network Connectio

LPhone and Modem
Portable Media De

s Pawer Optians e Driving Sigring lets pou make sure that installed d (#)Ignore - Install the software anyway and don't ask For my
: compatible with YWindows. ‘Windows Update lets apnroval

@ i . -
“ZaPrinters and Faxes how "Windows conmects o Windows Update far g

i\,::_Provision Metworks Ow P .  time ta ch fi
Q Regional and Lang [ Crrivver Sighing ] [ “wfindows L LI FTOMEE M2 =ach Hine 16 e1anse an acien

= Scanners and Cam () Block - Never install unsigned driver software
()scheduled Tasks Hardware Profiles

@ i ! ;
2+ STUTE il Sl Hardware profiles provide & wap for pou to et up o .
Q’SPEECh differert hardware configurations. Administrator option

1'?! Stored User Names Make this action the system default

Iﬁ!Svstem Hardware H
aTaskbar and Skark

Fi Windows CardSpa
&Windows Firewall

Driver, Signing Options

Dirivers ‘What action do you want Windows to take?

Ok ” Cancel ] Apply

See information about
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http://www.ghostscript.com/GhostPCL.html

3.7. B{&)—1{B RemoteApp X MBAEZEBEXEH
Eﬁlﬂiﬁﬂiiﬂbﬂ%%ﬁﬂiﬁ :

-
6 Spark View ®

&« C | @ admin-pc/rdp.html

Spark View 1.8.1

World's first himl5 Remote Desktop Protocol (RDP) client. What's new

m

Spark Gateway: |admin-pc |*default port is 80 i it's not specified (ipport).

General || Display || Local ” Programs “ Experience |
() Start the following program on connection:

Program path and file name | |

Start in following folder | |

) RemoteApp:

Exe or file | |

Arguments | |

@ None

[Clear] [Delete] [Save] [Cennect]
RUEN FE A2 TV s34 2 FR FE PR A2 =URY Windows 230 - SRR BRTELL session P RABEEA—{ERE -
TRIGERERIL 2 session PERNED 2 8 I2= ( EEAZEREAMIE Spark View ERAREINER ) &9

B - “RIBEAREIRIER T servers.json XA - EFEEFEAH“command” IR “directory” 18 -
7m (S YR O] Ao #F 52 FH & RUED Windows 2008 RIS RV B -
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ﬁﬂemutenpp Manager

File

Ackion Miew  Help

&= |5 H

C

RemoteApp Manager

RemoteApp programs are programs that are accessed through Remote Desktop, and appear a
running on the client's local computer. Before you can make a Re moteApp program available

o - must add it to the RemoteApp Programs list.
]

(i) Clients will u

Digital Signatur

M Mo digital ce [ Connechion settings
certificate m Server name: IdwE.dns??.mm
RDP Settings Cl If the RD Sezsion Host sarver iz in a farm, enter the DS

(i) Clients will c

Overview
RD Session Host Server Settings Change Distribution with RD Web Access
— A The T3Web Access Computers group
(i) Clients will connectto: dwd.dnsTV.com Remotefpp programs may be unawail
O RBM ot pp Deployment settings KR
initial connes :
RD Gateway Sef Digital Signature | Commaon RDP Settings | Cuztorn ROP Settings I

RD Session Host Server | RD Gateway I

their damain : ; . ) . . .
Clients will use theze zettings while connecting to this BD Session Hozt server,

name af the farm.
ROP port: |3335

— Remote desktop access

RemoteApp Prog

I Show a remate desktop connection to thiz BD Session Host server in BD wWeb
Access

Mame

— Accezs o unlisted programs

" Do naot allow users ta start unlisted programs an initial connection
[Fecommended]

£+ Allow uzers to start both lizted and unlizted programs on initial connection

“EERNE—ERE2ZEINERS Windows RISMHET (shell ) - EREZENSIHRHEME

RDP 2t - HEEWE - BEREAESGA—E ROP 25 - WG —ERE R HAVIEHERTT - (R

a] PUTE servers.json XA A “command” F“directory” SEUIRECEZER -
RemoteApp 2 RDP 6.1 X ERIRASZEE - AP In LETHIFTA RemtoeApps DI EIH AR A
—1& session - B{#:E1T 2T &R Remoteapp - YROJLLTE servers.json £ F“remoteProgram”
“remoteWorkDir” & “remoteArgs” S ISRz E RetmoeApp.

Remote Spark Cloud Tool. Page 26 of 70



RemoteApp RE I HENREA/N (AREEMERE ) KRZABERHEEHAR/N -
THZ2—E#HAFI89EE RemoteApp 1E servers.json & :

"id": "RemoteAppWord",
"displayName": "RemoteApp WORD",
"server'": "192.168.8.119",

"icon": "kbd.png",
"protocols": "rdp",
"rdp": {

"username": "Administrator",
"mapClipboard": true,
"password": "password",
"remoteProgram": "||WINWORD"
}
h
MNERIRIEARIRIZTER RemoteApp - FAHEEZABE R/ | M LEXEZHE -
RIFNFEHEZEERETFEZREENREBVRES - o] LIPENERR) session £ RDSH L ERY
s REIBR I
1LERSHRBERSEUEEENSNEA
2B AEEFAEIRR - BUE - R—FF% - —F#1T - #T L gpeditmsc - REE—THEE -
AU &R, -
BEINELE \ 2SI \windows 7ot \ 1= R E AR F i in £ H L 1FPEER = #\ T1EPE ER IS RE PRI
* . REEENAR N EREBERE \ 2%EEE A \windows 7ot \ Ein R E R\ IR = E L{FRE
2 3 1\ T 1F e B 5 FEI PR

Computer Configuration\Administrative Templates\Windows Components\Terminal
Services\Terminal Server\Session Time Limits

Note: The policy settings are also located under User Configuration\Administrative
Templates\Windows Components\Terminal Services\Terminal Server\Session Time Limits
B E N AE MR ELS

http://en.wikipedia.org/wiki/Remote Desktop Services#RemoteApp
http://technet.microsoft.com/en-us/library/cc753112(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc730673(WS.10).aspx

fic & RemtoeApp RDP R & :

http://technet.microsoft.com/en-us/library/cc733144.aspx. % 7 BEFHIMERE - MOJRERE

add following lines in the “Custom RDP settings” page:
disable full window drag:i:1

disable menu anims:i:1

disable themes:i:1
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http://en.wikipedia.org/wiki/Remote_Desktop_Services#RemoteApp
http://technet.microsoft.com/en-us/library/cc753112(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc730673(WS.10).aspx

disable wallpaper:i:1
FEFIENLAZPMERNEREZEIN O LUETE RemoteApp 4L IHEARZ8/RDSH IRIE £ - R OJFEA8

L EEE B R AR 7 R EUEHE R HYPER-V 15 - FAREERENZFEA HYPER-V

EEEE - BERKBEG - Sl - RIE%5 RDP WS RRITNEE -

Ll

3.8. BRAEEMERM A ZEIRLE

H& 2 BaRa0RE - [RAE ZEihin E A MG 2 B - MRBEERXAK - BE&AN HTML - (BIRIRED
VATE Gateway Im R ZBIRAAIS T, - MO LIEREMWRA - SFXHG - A7 HENEME - £F
% Gateway W/ H (18 &/80 ERIENFIG - BIRAIRPAIASE BASHBERIEFIE -

General Display Local Programs Advanced

Time Zone (GMT-07:00) US Mountain Standard Time v
Remote audio playback | Play on this computer ¥ | Quality | Low ¥

Choose the devices and resources that vou want to use in remote session.

Enable (Supports text, image, html formats)
Clipboard ¢ Share clipboard among connections only (Supports all formats)
Fast copv(Ctr+C for remtoe copy, double Ctrl+C for copying to local).

| 1 TR — T, ) S

3.9.XHHE ( LETH)
EMELARERENHHRE - —EE2EA—EEFERR EE T - APnERTERE - 2B
ZWEBMER ; ZO—EZHE—E RDP f#Szr A —EXA B - ZBHASHEE MR -

iR E %
1. 7E gateway.conf N ERHS B #%15E—E3FE HEE : tmpdir = C:\\apps\\share
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2. MREAEBEE /LB EXH

General Display Local | Programs Experience
Remote audi
pl?;aslfu © Play on this computer |E|

Choose the devices and resources that yvou want to use in remote session.

Clipboard [¥] Printer

to loca
Uploading Downloat

o files. (Drag files to vour screen after

"I Fast copy(CtrH-C for remtoe copy, press Ctrl-C twice for copying

[ Clear] [ Delete ] [ Save ] [ Eunnect]
KAB#®RGE -
1. 7E servers.json BoERIEHE
"mapDisk": true,
"disks": [
{

"dosName": "Storage",
"longName": "Long Display Name",
"devicePath": "/apps/test/"

}

I
2. WERAPmERN 7« EE/NEXH -

EEXH:
EAZBEN—EXFEER —EX R EERNNERREH - R A2 NE B MEE BT

F g P APRNERREE SEEE RO T EASERE -

EEEaHRE  UREAMAREZER - ABHREZSTAUERSHIR -

PEIH

FBEE - BRI —EHEES - RO LEA XA ERE—EXHRERN N

Remote Spark Cloud Tool. Page 29 of 70



f 1 ToRemote.com Mail - Info 4 ﬁ Spark View

€ = C O w-think/

Your Position: /| Choose Files

MName Type Size Date Modified Action

SparkGatewaySetupX64Free.exe exe 1.415 MBE  Wed Feb 29 2012 20:56:11 GMT-0700 (Mountain Standard Time)

wordpad.rdp rdp 1.303 KB Tue Feb 07 2012 17:55:13 GMT-0700 (Mountain Standard Time)

wordpadIP.rdp rdp 1.297 KB Tue Feb 07 2012 18:27:34 GMT-0700 (Mountain Standard Time)

BV ERENMRE  FREFHENGRREESR I BRI RS L - IREETE
gateway.conf F[] servers.json RIEEHZXHR - XHH=EHE R -

3.10. session #%& KB
Spark A UF B FERAENMMBRIELEN - MEZXXGIMEMBRE LEN - ZXXHBRIESH
B/ WREBERMBEENSSE
RET gateway conf PEEEWM N =RESH :
AR 0 FRE . 1EREER

recording =1

#ER BRI N B 7
recdir = C:\\apps\\share

teGRNERE
recwarning = true;
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3.11. session Shadowing ( M AZkF session )

FIEHINERE T LUER/HEREB —RIE— N —EAFTER session MR IRFNERY session id :

HTTP://www.remotespark.com/join?id=123456789

WMAYLUERRFTAERESRZEPZ—@ - ERAZEJURKERIRENEMEREND

HifEHE R T ERIE -

- 5EELI RDP HE (8B VNC 28) - BEFHNMAEMERARVIESR -

- BEEENEAEUUEEEMERENBERS -

- MEEERL : SEAFILIER S Z2TUE—ERERE—EES -

« EE7E Windows XP - Windows 7 - xrdp 89 session B] LI A0A -

- FEPRHIAY R FHZ DT LU A —1& session - BURKR gateway 8 78 AR 75 25 AU BE

RemoteApp session A 0] LITEZ BIAR A P ARADA -

ARHEMRL N XX ERRE R PREEN TIF - RREAIRMECEETR web B -

var info = $id("joinSelect");
if (info){
info.onchange = function(e){
svManager.getInstance().setJoinMode(e.target.value);

+

var control =$id("requestControl");
if (control){
control.onclick = function(e){
svManager.getInstance().requestControl();

+

<div id="appinfo" class="appdlg">
<img alt="""src="info.png"style="float:left">
<table>

<tr><td align="right"><b>Connected

to:</b></td><td><spanid="connectingTo"></span><br></td></tr>
<tr><td align="right"><b>Session
id:</b></td><td><spanid="numericld"></span><br></td></tr>

<tr><tdalign="right"><b>Join mode:</b></td><td>
<selectid="joinSelect">

<optionvalue="1">0Only one can control</option>

Remote Spark Cloud Tool.
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http://www.remotespark.com/join?id=123456789

</select><br></td></tr>

<tr><tdcolspan="2"><b>Join this session with following
link:</b><br><aid="joinLink"target="_blank"></a></td></tr>

<tr><td></td><tdalign="right"><inputtype="button"id="requestControlvalue="Request
Control"disabled="disabled"/></td></tr>

</table>
</div>

To disable session shadowing, you can BRI ERH=:

e Set shadowing = false in gateway.conf
¢ Remote following part from the web page:
<divid="appinfo"class="appdlg">

</div>

Var info = § id (“joinSelect™);
If (info){
}

Var control = $ id (“requestControl”);
If (control){

}

o Connected to:

Session id:

Join mode: Only one can control =

Join this session with following link:

jﬁquagst Control
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3.12 #&¥ENHE (i0S, Android etc )
O E R B IS E S F IR - WRRB—ETLIEAR htmls 2IE:S -
SENIRIERFE

@ RE HiREAEE (Rightclick )
=& ( Flick ) HERANMERARKRREEER - §RIXRZ2H AT
® % (Pan) ¥4I ( Drag )
oo | 2FI8RE (2finger HiREAEE (Right click )
tap )
2 F1ERE) (2 finger | JBERE ( Mouse wheel )
scroll )
wss | 3FIERA (3finger | HIRERESHEAE - RPREE iOS L ( Show software keyboard
tap ) (i0S only) )
ﬁf 3153809 (3finger | BEEAIL ( Maximize window )
pinch open )
G}P 3 ¥5#@/\ ( 3 finger [Cl#E 2% ( Restore window )
pinch close )
coon | 3IEMEZEEE (3 LE—1E48% ( Previous window )
finger flick left )
oo | 3TEMAEE (3 T —{E4RE ( Next window )
finger flick right )
- 3@ ~NEBEE (3 FTER&&/ME ( Minimize all windows )
v finger flick down )
1t 3@ BE) (3 [Cl{EFRBEMRE ( Restore all windows )
finger flick up )
BEFEEMF:

- BFIEPTARESR -

SRR IITIRM N -

RERWITERAR

SBE - MIREWIELEARMBERRE AU ZE - BRI BEHTHES -
*Tap + hold + move #1THEER -
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«[0) 78 Ef Page Up °
-[@ N2 &) Page Dome -

EFRERME

FEHRR

- EFREBHIHR -

c EFRERTANE— T ERNFRENUE -

- EFREKANTENFENUER T BEARE -
« EFFE + 2 + BEHFENERUERNTHESR -

=EFEIRIE

3 FREZ-TRBREREBNRERKR

sl (BERHEES )

Tochpad RN AFFIREAEMBIENERERBIER - M UERFEBHIHFELE— N LR
( ARERINIE ) RIMIE -

B

RO MBERE ENEMUE - Mol DIER— IR - £iR— T ISR R B B ES R B2 X0 jo A 4R
17 EE - —EPCHZRBUSHIRERSNA AL

-EEﬁLTuEEUE 2R PC RUIR iR i

(P 1| o ]y Start/Alt-Fa|Ctrl+ Alt+Del

AIERIREY html EEBEELI T &R - £ PC RUIZR O] LI#AT -

<div
id="pc_key"><span>Ctrl</span><span>Alt</span><span>Del</span><span>Esc</span><span>...</span
>

<divid="pc_key_more">

<span>Fl</span><span>&larr;</span><span>&uarr;</span><span>&rarr;</span><span>&darr;
</span><span>Start</span><span>Alt+F4</span><span>Ctrl+Alt+Del</span>
</div>
RO DUBB L PC_key E&@ AN F2 i & F12 ##
EBERBERLT:
Android: Chrome and Firefox.
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iOS: Safari.

Playbook: Stock browser.

Windows: Chrome, Firefox, IE10 and Safari
Mac OS: Chrome, Firefox, and Safari.
Linux: Chrome and Firefox.

3.13 &R Touch Remoting

EmE L NMESR - B RMAEITERERE
« RDP F 12 windows8 5% Windows Server 2012
Rt F B LRI ST 1R

A ERN TR/ NEEENTES 1024 x 768

3.14 Hyper-V PEHIE Hyper-V console

B HYPER-V X #% %91 E R RDP ZIFARLE - BLUNMERAAIGARS
2R

E=Z—ERE vm - AFHEEH RDP BIF - REZEEN VM GUID -
- EHEERER T - RDP ABERIT N o] LURIGK A EAZZ0(BIOS) -
«JNa] A RDP 3 2E -
TRES
- RDP IIREER - FREEMEMD -
AZFIBENFRANE ORI E - RAZE Windows ARG T -
FEHT HYPER-V 5 - AR NIISIE:
* CredSSP ( A ERSMHERE ) T RUA gateway.conf - EFFMEIRER IDK 1.6.0 27 IR -
AR M AUEZE Hyper-V fEARsS L - EREEZHE - BHENAELAFTA Hyper-V B - MAZE
2 VM - BINEEER Hyper-V ISR EEEAIREZ 2179 - MAZ 3389 - B2EER—(F
- IREBEERZEB VM GUID
« 223 Microsoft EHHRESRER VM ; BRAFEEY (E2) VM F - EEEFIFREA
B UE S EREMRE -

3.15 RDP Connection Cache/Pool (fREXINRE AZEE)

A RDP session may take minutes to start (booting, login, user profile etc) which is unacceptable
Sometimes. RDP connection Cache/pool allows you see you desktop and RemoteApp instantly.

%38 RDP E#RE - oS HEE R BANR -

You can cache a connection on client side and display it when user needs it. Cache on client side is faster
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and recommended.You can also cache a connection on gateway side (in a connection pool) too. It’s
disabled by default, to

enable it, set “ maxCacheTime=?  to a non-zero value in gateway.conf.FEIER E#5 7E config I ALEE
£ exp* maxCacheTime=10 ”

Please check example7.html (under html directory) for usage on client side.

B2 EHEEN L example7.html - exp http:/lochost/example7.html

3.16 £F9%sEiE (Symlink (Access link) )
ROl % RDP E#EEIE—E3E4s - ({BAAZRICTE servers.json 2 Z—E ) ° BITFE servers.json Bl
#=—1E RDP falfRz51& - WAF I LLA Server id 2R#ETTE4S - Symlink 2—1&LE server id ERLZEM
AR BUUE—EREES (REBVURE ) SKARELS -
WO DI F B RIS —EEAE T IT EEEE gateway.conf - DU N RIELERAEF)

{

"symlinks": [

{
"id": "3645e6db-7afc-4fff-8ad9-92415aa25db0",

"resourceld": "demo2",

"validFrom": "2013-05-14 20:43 MDT",
"validTime": "5d"

}

}

You need to specify the location of the symlink file in gateway.conf:
symlink = C:\\Users\\uuu\\workspace\\data\\symlink.json
You can also configure this using config.html:
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http://lochost/example7.html

Gateway: localhost Password:

This page can only be accessed from local computer. Set password and remoteManage=true in gateway.conf to enable remote
access.

Start Configuration

Gateway Server User Symlink

Symlink Configuration (Saved in symlink.json)

ID Reso.urce Password WValid From V.a“d Walid To Action
(Server) Time

3o45eb0db-7afc-4fff-Bad9- demo? 2013-5-14 5d 2013-5-19

92415aa25db0 20:432 20:43 x

3.17 Z&E#F ( Macro recording )

ZEF U HESEAENEEEELFERE - BMA macrojs EATBWRE - I HER O
PUETTERS

var recorder = new MacroRecorder(rdp);

recorder.start();//start recording

recorder.stop();//stop recording

recorder.play(); //playback

recorder.stopPlay();//stop playing

recorder.getScript();//get playback script

Please check the source code of macro.js for more details.

3.18 #EI##%Bh ( Remote Assistance)
R O] PIFEA assist.html IR 212738 - BEZ Spark View B 5857 - IRTER O] LU AT it 5 F0
REREEZRY -
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Porwes -\

= C [ w-think/assisthtml cdl

Spark View (Remote Assistance) 4.0

Spark View (BDP) Spark View (VINC) Spark View (55H) Spark View (TELINET)

Spark Gateway: |w-think *default port is 80 if it's not specified (ip-port).

1. Expert name |Expert
2 Password

3. Open or drag the invitation (.msrclncident) file here:

Choose File | Mo file chosen
Mo file chosen |

ROl LR Spark View 89321k 17380 - i Windows XP, Windwos 7, Windows 2008, Window 8,
Windwos 2012 - fEIRPEER Spark View RIBRTEARAK 1 A EENBFEE -
* Remote Assistance session ~BE$ #7263

* Remote Assistance FIINBETE R A TEE 2 RARAR - 55 B1T7E gateway.conf &P assistance = true 13
LEINRE -

319 RFB (VNC) protocol support
RO L E A vne.html 3% VNC server (Linux, Mac etc) - IE4h + BH1S23E session shadowing.
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&« C | [ w-think/vnchtm

Spark View (VNC) 4.0
Spark View (EDP) Spark View (85H) Spark View (TELNET)
Spark Gateway: |w-think *default port is 80 if it's not specified (ip;port).
General | Advanced
Computer | HZI
Port 5900
Password

i Clear | | Delete | | Save | | Connect |
Copvright © Remote Spark Corp. 2011 - 2014 www remotespark com

3.20 SSH and Telnet
O] PAFE R ssh.html X SSH server - HEEF telnet.html 23 TELNET server °

* 0] L 2B SSH and TELNET sessions.

* Telnet A3Z#2 local echo.
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= C | [ w-think/ssh.htm

Spark View (SSH) 4.0

Spark View (RDP) Spark View (VINC) Spark View (TELNET

Spark Gatewayv: [w-think *default port is 80 if it's not specified (ip:port).
General Advanced
Computer |startme. biz EI
Port 22

UserName |root

Password

i Clear | | Delete | | Save | | Connect |

Copvright © Remote Spark Corp. 2011 - 2014 www remotespark com

Q& | [ w-think/telnethtm

Spark View (TELNET) 4.0

Spark View (RDP) Spark View (WVINC) Spark View (S5H)

Spark Gateway: w-think *default port is 80 if it's not specified (ip;port).
General ] Advanced
Computer 192 168.8.7 B
Port 23

I Clear | | Delete | | Save | | Connect |
Copvright € Remote Spark Corp. 2011 - 2012 www remotespark com
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3.21 Session management

RO LARIF config.html =& session RUAREE - O] UTE gateway 3 IZ4E R 5,2 84 session ©

€ - C' [ w-think/config.html w @ =
This page can only be accessed from local computer. Set password and remoteManage=true in gateway.conf to enable remote access.
Start Configuration
Gateway | Server | User | symink H Session
Sessions
Id Server Client IP Browser 'Sl'frar:; Numericld User Domain Join Protocol  Action
Mozilla/5.0 (Windows £ri Jun
e50eaele— NT &.1; WOWe4) 13 E
§353-49ad- AppleWebKit/537.36 s
9abe_ XP-TESTI 192.168.56.1 (KHTML, like Gecko) Il“%s_a_l 7 409310502 RDP R
bdbo78078ff4 Chrome/35.0.1916.153 2014
Safari/537.36
Mozilla/5.0 (Windows Fri Jun
d187575b- NT &.1; WOWe4) 13 2
4ed4-441a- ApplewebKit/537.36 o
8227 162.168.56.101 192.168.56.1 (KHTML, like Gecka) Ilq()[.)?_a."ll 471562121 RFB @
19b414459f90 Chrome/35.0.1916.153 2014
Safari/537.36
Mozilla/5.0 (Windows Fri Jun
fb816a05- NT &6.1; WOWG4) 12 e50%eaeZe- B
e744-43e9- _ AppleWebKit/537.36 o 8353-40ad-
b9o0- XP-TESTI 192.168.56.1 (KHTML, like Gecko) Ilq?j.?_S.Z? 643568398 9abc-— RDP R
9332881b&fef Chrome/[35.0.1916.153 2014 bdbo78078ff4
Safari/537.36

4. API RiEG

4.1. T API ( EFRISZRAAREAIE PR JavaScript API )
EMRHNHEBERE S “gateway.js”
var gw = new Gateway/(''192.168.9.118");
gw.login("password");
gw.report();// @it 21 H &
gw.report(callback);// @i+ %l callback 75,4

gw.checkLicense(callback2); // 1% & 18 ST AR BE
function callback(obj) {
if (obj.error) {
console.log("Error on getting report:" + obj.error);
return;
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¥

var c, ¢s = obj.connections;

var len = cs.length;

console.log("\nTotal connections:" + len);
for (vari=0;i<len;i++) {

We also have Java command line tool available for same purpose. Please download it from our web site.

¢ = cs[i];
console.l
console.l
console.l
console.l
console.l

og("connection " +i+"
og(“clientlp: " + c.clientlp);
og("clientAgent: " + c.clientAgent);
og("server: " + c.server);
og("startTime: " + c.startTime);

We also have WebSocket client available which can be used to communicate with our gateway or other

WebSocket servers.
4.2. Rdp libray (Client side Javascript API )
42.1. Rdp parameters
Parameter Value
Gateway String, address and listening port of the gaetway. For example:
192.168.0.8:443
Server String, address of the RDP host.
Port Integer, RDP listening port. Optional, default is 3389
User String, user name (Windows User).
Pwd String, password for user name.
Domain String, domain hame
Keyboard Integer, keyboard layout, default is 0x409 (US)
useConsole Boolean, connecting to console session/Admin mode. Default is false.
legacyMode Boolean, connecting to xrdp or VirtualBox RDP
Width Integer, screen width of RDP session. Default is 800
Height Integer, screen height of RDP session. Default is 600
server_bpp Integer, color depth of RDP session. Default is 16
playSound Integer, Default is 1: Do not play sound; O: bring sound to local; 2: leave
sound on remote computer.
startProgram String, “shell”: start a program on connection; “app”: start a RemoteApp.
Command Command for “Start a program on connection (startProgram=shell)”
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Directory Directory for running command (startProgram=shell)

Exe Program or file for RemoteApp (startProgram=app).

Args Arguments for RemoteApp (startProgram=shell).

Background Boolean, default is false, disable background

Smoothfont Boolean, default is false, disable font smoothing.

Contents Boolean, default is false, disable full windows drag.

Animation Boolean, default is false, disable menu animations.

Composition Boolean, default is false, disable desktop composition.

Styles Boolean, default is false, disable theming.

mapClipboard Boolean, default is false, disable clipboard rediretioin.

mapPrinter Boolean, default is false, disable printer redirection.

mapDisk Boolean, default is false, disable disk redirection.

Touchpad Boolean, default is false, touchpad mode (relative mouse movement, touch
interface only).

waWidth Work area width for RemoteApp, Default value is the screen width. You may
want to change it if you display app in a iframe.

waHeight Work area height for RemoteApp. Default value is the screen height. You may
want to change it if you display app in a iframe.

Printer Printer name

useSSL Use WSS (WebSocket secure connection), only used by Rdp2 class.

Timezone The client time zone name. Please check the values you can use in rdp.html

loadBalancelnfo

Load balance information

Vmid

Hyper-V VM GUID, For example:B3D5444C-2611-
405A-9CA0-7AABDAY4DFOB, it is for Hyper-V
Console connection.

minWidth, Minimum width and height, some applications can
minHeight Only work on a minimum resolution.
connectType Connecting type:

CONNECTION_TYPE_MODEM 0x01

Modem (56 kbps)
CONNECTION_TYPE_BROADBAND_LOW 0x02

Low-speed broadband (256 Kbps — 2 Mbps)
CONNECTION_TYPE_SATELLITE 0x03

Satellite (2 Mbps — 16 Mbps with highLatency)
CONNECTION_TYPE_BROADBAND_HIGH 0x04

High — speed broadband (2 Mbps — 10 Mbps)
CONNECTION_TYPE_WAN 0x05

WAN (10 Mbps or higher with high latency)
CONNECTION_TYPE_LAN 0x06
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‘ LAN (10 Mbps or higher)

42.2. Passing parameter via URL.
Please use “on” and “off” for Boolean value if you are using URL to pass parameters.
Connecting to desktop:
var parameters = “server=192.168.0.2&user=admin&pwd="+ encodeURIComponent(“&=@#");
/luse encodeURIComponent to escape special characters in value
var width = 800, height = 600, server_bpp = 16;
varr = new svGlobal.Rdp(“http://” + gateway + “/RDP?” + parameters, width, height, server_bpp);
r.addSurface(new svGlobal.Locallnterface());
r.run();
Connecting to RemoteApp in current window:
You only need to add some extra parameters:
parameters += encodeURIComponent(“startProgram=app&exe=||EXCEL”);
Connecting to RemoteApp in a new window:
varparameters = «server=192.168.0.2&user=admin&pwd=» + encodeURIComponent(«&=@#»);
/luse encodeURIComponent to escape special characters in value
parameters += encodeURIComponent(‘“‘startProgram=app&exe=||[EXCEL");
var width = 800, height = 600, server_bpp = 16;
var r = svManager.getinstance(); //try use the existed session.
If (r == null){

r = newsvGlobal.Rdp(protocol + gw + “/RDP?” + s, width, height, server_bpp);

var rail = window.open(“rail.html”);
function onSurfaceReady(surface){
r.addSurface(surface);
r.startApp(frmConn[“exe”].value, frmConn[“args”].value, *);
j
rail.svOnSurfaceReady = onSurfaceReady;
r.run();

4.2.3. Passing parameter via object or cookie
Rdp2 class can be used to replace Rdp class. You can pass a object to Rdp2:
varobj = {gateway: «192.168.0.2», server:»192.168.0.8», user: «user»};
var r = new svGlobal.Rdp2(obyj);
Rdp2 class will create an object from cookies if obj is undefined. If value of the document.cookie is
“gateway=192.168.0.2;server=192.168.0.8;user=user”, Rdp2 will create a object automatically for
connection.
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4.2.4. Usage of Rdp class

Properties:

Name Type Description

appTimeout int Close the RemoteApp if no Windows found after this
period, default is 800 ms.

displayMsg Boolean If display error or warning message, default is true

reconnectOnResize Boolean If reconnect when resize the browser window, default is
true

reconnectTimes Int Automatically reconnecting time, default 0.

sessionTimeout Int Close the session disconnection if no RemoteApp running
after this period.
Default value is 3000 (3 seconds). You may want to make it
longer, so user can use the current session for new
RemoteApp.

windowState Int State of RemoteApp main window, 3: always maximized, 0:
controlled by user

openLink Boolean Display a web link button when user copy a web link in
remote computer, default is true

sessioninfo Object Current session information. Including following
properties: sessionld, 45sername, domain.

Methods:

Name Description

close() Close current RDP session.

exeAppCmd(cmd) Execute command on current RemoteApp, cmd (Int) values:

0xF020: Minimize the window

0xF030: Maximize the window

0xF060: Close the window

0xF100: Display the windo’s system menu
0xF120: Restore the window

mouseDown(x, y, button)

Send mouse down to RDP host. X, y: mouse position, button: which
button, same as event.button.

mouseUp(X, y, button)

Send mouse up to RDP host.

mouseMove(X, y)

Send mouse move to RDP host.

Running()

Check if connected to a RDP session.

setAudioBuffer(seconds)

Audio buffer size, default is 2.0 seconds

writeKeyCode(down, keyCode)

Send browser keyCode to RDP host. “down’: Boolean

writeText(txt)

Send Unicode to RDP host

Notify(message,sessionIDArray)

Send message to other session.
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sessionIDArray is optional. If sessionl is not given, this will send
message

to all other joined and main session. If sessionIDArray is provided, it
will

send message to sessions with the given ID. For
example:[id1,id2,id3].

The id can be the 9 digit number id or the GUID.

Events:
Name Description
onclose() Triggered when RDP session is closed.
onerror(error) Triggered by an error. Use error.name, error.message to get error

details.

onloggedin()

Triggered when user logged in

Onfileuploaded(filename)

Fired after a file was uploaded

Onuploaded()

Fired after all files were uploaded

Onsessionjoin(sessioninfo)

Fired when a new user joined the session.
sessioninfo has following properties:
numericld : the 9 digit id

_ip : joined user’s hone name or ip address
Name : if provided

Return true will override the default behavior.

Onsessionexit(sessioninfo)

Fired when a joined user existed the session.
Return true will override the default behavior.

Ongivecontrol()

Fired when current user can control the session.
Return true will override the default behavior.

Ontakebackcontrol()

Fired when current user can not control the session
Anymore.

Onrequirecontrol()

Fired when another require current user to control the
session

4.2.5. Virtual Channel [E#ti@iE

You can create one and only one RDP virtual channel on client side using JavaScript:
var r = new svGlobal.Rdp(protocol + gw + "/RDP?" + s, w, h, server_bpp);
var vc = new r.VirtualChannel();

vc.name = "CUST";

ve.process = function(buffer){
console.log(buffer.getByte());
console.log(buffer.getLittleEndian16());
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vc.onopen = function(){
var data = new Array(7);
var rb = new RdpBuffer(data, 0, 7);
rb.setByte(1);
rb.setLittleEndian16(345);
rb.setLittleEndian32(567);
rb.markEnd();
vc.send(rb)

}

r.addChannel(vc);

You can create more virtual channels on server side using gateway plug-in and Java.

4.2.6. Gateway Channel 151%233838
RO LB ZE Gateway BEREIREE Finfl Bz M AHE 2 EEERE

var gvc = new r.GatewayChannel();
gvc.name = "gwc";
gvc.process = function(buffer){

console.log(buffer.getByte());
console.log(buffer.getLittleEndianl6());

¥
gvc.onopen = function(){
var data = new Array(7);

var rb = new RdpBuffer(data, 9, 7);

rb.setByte(3);
rb.setLittleEndianl16(45);
rb.setLittleEndian32(678);
rb.markeEnd();

gvc.send(rb);

s

r.addGatewayChannel(gvc);

BB EEM (8 Gateway MBI - £ Server I# EH IO BTEAR - HLEFHTANHAES -

4.3.Plug-ins (Server side Java API)
Your plug-in must implement com.toremote.gateway.plugin.Managerinterface. With the plugin, you can
do authentication integration, session querying and reporting, RemoteApp management and RDP virtual
channel extensions, player integration, new websocket protocol handler etc. Please download our plugin
example project for more information:
http://www.remotespark.com/Plugin.zip

4. 4HTTP Request API(Server side)
You can use HTTP request to create server, symlink dynamically if you don't want to write a plugin.

Create servers on gateway:
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http://gatewayAddress/SERVER?id=serverld&displayName=Name&server=hostName&gatewayPwd=pa

S
swordInGateway.conf&...

gatewayPwd is hexadecimal MD5 hash of the password which is configured in gateway.conf. Please

check 4.2.1 for other parameters you can use.
Create symlink on gateway:

http://gatewayAddress/SYMLINK?symlink=symlinkld&server=existingServerld&validTime=20m&

gatewayPwd=passwordInGateway.conf&...
You can also use "validFrom", "validTo" parameters. Please check

http://www.remotespark.com/view/doc/com/toremote/gateway/connection/SymLink.html for more

information.

To delete a server or symlink, add ""&action=delete" to the URL; To update a server or symink, add

"&action=update" to the URL.
HTTP request will return status code 200 if operation succeeded, 500 if operation failed.

4.5. OAuth 2.0 Integration
TEIZfE FHOAUth 2.0 integration. Z BTN R TSR EARER

Provider Registering Address

Google https://code.google.com/apis/console

https://account.live.com/developers/applications

Windows Live Connect http://msdn.microsoft.com/en-

us/windowslive/ff769489.aspx

EEEEERIESEAE idRMWE - 1 H fFoauth2.json configurationtd 2 2245 EE2R -

gateway.conf _E35Eoauth2.json infs EMAIE -

auth2.jsonfyEE AU :
{

"providers" : [{

"name" : "Google",

fEEI

"client_id" : "t2r66k1ms3hpoi3kle2g7l2adlarau8s.apps.googleusercontent.com”,

"client_secret"” : "-D-nhxWn2E97tZWWLg5IQ6Ak",

"request_uri" : "https://accounts.google.com/o/oauth2/auth™,
"redirect_uri" : "http://www.mygateway.com/oauth2callback",
"access_token_uri": "https://accounts.google.com/o/oauth2/token",

"scope": "openid email"
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"name" : "Live",

“client_id" : "0000000040133",

"client_secret" : "rq6mtaeZCwTSwqblF39Br3z",
"request_uri" : "https://login.live.com/oauth20_authorize.srf",
"redirect_uri" : "http://www.mygateway.com/oauth2callback",

"access_token_uri'": "https://login.live.com/oauth20_token.srf",
"scope": "wl.emails",

"profile_uri": "https://apis.live.net/v5.0/me"

Appendix A: shortcut keys
e CTRL+ALT+END %t Windows ZE #5517 & -

e ALT+PAGE UP ERENPETIIRL LG

o ALT+PAGE DOWN X FETUBUGEL -
o ALT+INSERT St TER 7 BBIZFEL -

e ALT+HOME IR “BRtR"#EEE -

e ALT+DELETE 7~ Windows #EE -

Appendix B: BB 23 Z1EFIER

bl A B R RS BR
Mozilla Firefox 11.0
16.0 (Desktop),
Google Chrome 18.0 (Android)
Apple Safari 5.0 VNC 55 6.0 3 2 B hR A
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Internet Explorer 10.0 A IEBEEEHIEE (audio redirection ) - 7
£ IE9 K ZBIhRZANZ %< Chrome Frame °

Opera 12.0

£ MacOS X, EFEZ{E A“ Command Key”2RHU « Ctrl-C/V” -

Appendix C : EchoHandler and network check
#1B9 EchoHandler o] # AR A & AU, - #£ 7 rdp.page.js” T G AINetworkCheckerfd T & -

Appendix D: Configuration example for Nginx
server {

listen 80;

location / {

proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;

proxy_pass http://192.168.8.2;

¥

location ~ /LIST|/RDP|/VNC|/LOGIN|/GATEWAY|/PLAY |/CONF|/JOIN|/SSH|/TELNET|/ECHO {
proxy_set_header X-Real-IP $remote_addr;
proxy_set header Host $host;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_pass http://192.168.8.2;
proxy_buffering off;
tcp_nodelay on;

¥
¥

Appendix E: Configuration for Juniper, Cisco etc SSL VPN
BVPNzEWebSocketiVzg @ B ER—HUHBEENE - MAFTEEEIZE —{Eweb application
resource profile ( bookmark ) & fEgateway_E#8 45 ERIURL -

A% Cisco AS 5 A28 WebSocket, & [EFF 24 7R & 5% rdp_min.js and hi_win.js _JEREEIEE
£ :
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http://192.168.8.2/

Fahi5.WebSocket(a, [])2& & X hi5.WebSocket(a)
BFEFE—F - IBIERIARAIE ABETE Safari 5 (iPad 1). EIFE R -

Appendix F: Ping
o] D B Epinginterval ( 7288 ) B9 8L - S FEuserdp.startPing (interval ) 95 R - EEFl%
( Client ) BYAping - & Flinid REE 2 MpinglVE 85 ZSession Z IR B EMRET -

Appendix G : RZAFESEF 221757 AR
45:2015F 18 14 H

1 XEERES (E=/A) -

2. X¥E RDPEIREEHIRE -

3. BEAXH LEBRMUBENARREREK -

4, TJ7E{#E A Shadowing Sessions i - O] L& {5 LE Session -

5. ZEUEAMIBREFZNIERE - REEZAOINEE -

6. 1% Ping AUINBE °

7. T Firefox BIRIZ T - MUERRR I AE MR INEE R IFLE BB TRMSTIE -

8. BIEHRERME -

9. BIETEMARMES - RemoteAPP R & EHTAEA/NWEE -

10. fBIEFE IERIRS - IR E RBAVERE -

11. 1B1ETE Firefox IRIE F - £/ unicode S#EZRIARIT K - 32K Ctrl+ N $TFFTEE ( New Tab )
AR -

12. BIEEERERYEEER - ER XML EE -

13. BIEEH RTF B35 - fHISAREE -

14. FFHEBREE | X LEMEHEE AP Safari 5 £ -
SHRIEE

1. £ IE11RIR MEOAETESZIER - M IE AN Safari AIAS S EiERR -
2. RemoteApp EAEIRY IE RE MEAER - A% IEASH bug -
3. Copy/paste image, html & A7E IE 10 and Safari £ /3, 5B E /MK IE SNEZEHMAVEIESS -
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44 :2014%F 12H 14 H

1. BEETERFPImacH session (70 recording_min.js MRIHEE ) -
2. HIFEMEBIENESE -

3. Bl WordPad 3t EHt R 3E RTF I MR SIS BSCIERS - S EI7M0 RTF KTt
2 -
4. {EIETE webfeed & T - UPN P2 20 RI%E -

5. {EIEZMEHE (driver ) B9EHE(D) ( redirection ) FPE2E ( shadowing ) FWEZEAR - HEENZE

HROABRRROREE
6. ZIEEfEMH PCL ENFRIEERENTZTLRVSIENRRE -
7. BIEH IE LR SRERIAE ARG E -

8. {Z1E onuploadingCancelled 8 & R FIAI RS 28 -

9. {BIETE Chrome J& ~H) WebApp FEFRTE=U 2 PDF BERRIRRE -

10. {Z1E# Windows2012 R2 & - 1% ( driver ) A1 & (sound ) EHE T ( redirection ) K22
FAR - ENZR¥ELBEFE( ( redirection ) YRR -

11. {E1EE A Photoshop CS B - session & B Eh#L LERORRE -

12. BE 7 E—EDPERERR T - ERNVEERHEREEE -

13. B/ NAIZIERIEE -
SR RE

4, BEEIE NEEFER -
5. RemoteApp EAEH IERE MEAER - AR IEASH bug -
6. Copy/paste image, html #&A7E IE 10 and Safari £/, B E R IE SEZEMAEE SR -

43:2014F 11816 H

1. OAuth2 275 . 732 Google, Microsoft Live Connect, Yahoo %5 -
2. Keys filter on gateway (set disabledKeys in gateway.conf). -
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SZIERFZMA LT - W RTF&PNG, REBEMRGESR /BhLE -

107 MS RD Web 25 I log FIRLE -

£ LHEREZEEREEINNEEBIES - (A0 : existingFile: "replace™ in appcfg.js)
Z A login.html & AR - O] B EIRBERIHIELR (W0 : startup option in appcfg.js) °
£ remoteapp AR O] BEIERA AR B X/ N\WETEE - (appcfy.js) °

£ JavaScript (KT /EE 35 A0 onuploadingCancelled B4 -

MIEEMAESRE -

10. fE1E7E Window IE RE N & EH RS R EZRAEREE A/ WEE - .

11. {E1E 16 bit and 8 bit & E R -

12. {BIETE plugin AABEF onSessionTerminate FEAY — & -

13. IBIEZ BUs#SCAETE plugin & #E)ATEL onSessionTerminate 45 SRAVREEE -

14. {E1E7E % 1 RemoteApp (RD Web 25 5818 32 bit color 2 il FHZERRBE -
15. {E1ERE EoP X FIoHIREIRE -

16. {Z1E7E windows 8 IRIZER E H 2 NME R GHEE -

17. BIEHRFESAEBBRIERE -

18. IB1ETE Chrome [ F 21T BRIEIE ( #EEI%4 Chrome 38 MRAEE R API L E ST ) -

© © N o U B~ w

SHIEE

1. BEEIE MEAER -
2. RemoteApp EAEH IERE MEAER - AR IEASH bug -
3. Copy/paste image, html #&A7E IE 10 and Safari EF, B E AR IE SNEZEMAEESS -

42 :2014F 10H 8 H

DEN M EEINEE - oI DIBUHS I RE LB - LB omE o HEBSEINEE -
IIETE S session ERIFER ~ Bh EINEE -

#TBY EchoHandler o #% AR A S HIEE - £ rdp.page.js”F &N NetworkChecker W T & -
S8 % Chrome Web App 5 iRk - @B BT LUEA Ctrl+N 2 I)8E#E Chrome Web App £ -
FEWAPTEERFBRERTENER -

£ hiS.appcfg” &N disableScrollbars AY#EI15 -

£ Canvas only FU1EL T - BB EIRLARERR -

FAEEE HIFY AudioContext - LU 52 Chrome HJ AudioContext ik 29 bug -
= = A H R R R A USRS - RIig A thig A= -

© o N oo g kM 0w DR
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10. fBIETE 10S8 BI—EH / T —ERA HIRAIEIRE -

11. {B1E German Switzerland $#R&7E "<>" key ZZ& -

12. {1E7E Windows 8 and iOS 1 FRERAS 2 B2 IS P 3R AU RS RS RE -

13. {E1IEEE F Bq EZ Word LR EE R HHRORRE -

14 E1IEBRZE - ARANAERNERERE -

15. BIEEIRREREEETE Mac OS IERFTARA L -

16. {E1ETE Chrome Web FE 12 iR AOE IR IR AV REIRE -

17. {E1E%83%8 TELNET 7 4.1 hh B & RARBAYERERIRE -

18. {E1EE %€ RemoteApp FEFIRERAA (ZZEAEY ) -
SRR

1. BEEIENEEAER -

2. RemoteApp EAER IERE MEAER - AR IEARSH bug -

3. Copy/paste image, html #&A7E IE 10 and Safari EF, BB E R IE SNEZFEMAEE SR -

41:2014F9H12H

© © N o O kr w D -

L o o =
A w N L, O

S<#E VNC - TELNET - SSH RUSR% R IE -

& com.toremote.recording.Merger BIFCEE 1 »

£ RDP Session #AZE A/ F BB ENRCER RIESH

HRRZARY HTTP API EERIZMR 28 - RoREESAE - WHEFHE plugin

£ gateway.conf =f9 credSSP EIEOJSE R EER - EERWINEE) -
HEETHEHBEFMAYE S Gateway ID ( BCE gateway.conf ) S FHEZTE -
OJfcE R PC #2828 @ A%HY rdp.css -

£ config.html BRI ERIMHEA R

BEEIERT  ELEEZE (or ) IXHP - PRHIRHNERERZE AR -

BEREE (L ) BBWARRGE -

. BIEE%E thread MR A 17BIEARARIRT RE -

. [B1ETE Hyper-V E 8% ZBIRITEHI S session FFAVETERAE Bl -
. [B1E#E Windows8 BBIERT T - M ARIERAKRIRE - -
CBIEESCREE FRYF B2 BIRRERAORRE -
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15.
16.
17.

18
19

[BIEEEIRHENAY session P12 - EEHEEEERRARIMN ZEE -
B IETE #R AU RDP session FIAR 15 [El48 B R =& -

1E1E%E Firefox 7 IE & MERE R AERE -

{E1ETE Firefox N EEFITHREE -

{E&1E OpenID B9 & -

W

W

SHIEE
1. BERETIENERE BN -
2. HRRIE BIE 2369 bug - RemoteApp #E1E BIAY windows RBEER -
3. H‘IEIET (RXFEIN ) #AER /B ERRKHTML - A& IE2E2: 10 89 bug -

AATTAREI IE BIEES 11 -

4.0: 201447 H 20 H

@

© o N o 0 &

Y E=In7HE) Remote Assistance THEE

238 SSH and TELNET B2 -

TIEERBRIENZEREEL ( multiple Virtual Channels ) ( 7 4.0 ZAT R sF—1EE
#)

2 E 28 A Gateway ~Z BEIRYE R - 2B 1E Gateway BiE -

o] Az 18 SSL i EMERE IRAY SSL =4 -

SZIEFE IE1L 975 [@% (L (orientation change ) ©

{E1ETE Chromebook ## Unicode $#88 15 - T3 4/Y AltGr key HYRERE -

{E1EE Ubuntu IR 5 A Firefox FTHIRAYBIRARSRE -

{E1ETE Firefox 24 KR FTHIRAVEEERABIZ ( touch detection ) RIRIREE -

S E

BEEIELBEREA -

A% IEB Bug - 15 RemoteApp TEEBIHY Window A IEEFEF IE -

H& IEI0f Bug - EE B EB AR - HTML A% IE10 EE®ER ( REEAXXFE S
o) B BEMEIELL -
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3.62014%F 18 12H
1. EMBEAERZHEBZRIM HTML B E/5IRGTNRE -
SRHEM Gateway - TR EEERE BRI QIEIAER -
FEIERERTITARBE/V/IAIT/HEE (REB4AS IEEE) -
o] DU{REE session 7E Gateway BB EMERBEERHED -
O] U7 #5 SSL 1A% Pl SSL S 17585 -
EIREN MR T -
BRSRTTA IE11 Y64ERY bug ( 1E11 89 bug 801833 ) -
BERBRSENEEEAE -
CredSSP HIZE AR FrAR Java AR A -
ERREYEE  BHNRAPERERNER - HUEM Ctrl + C - REEEHEE | appefgjs
REER  mBRASFERANEE -
11. £ Chrome 0 Opera B9z #5 L& B #% -
12. BEEESHH LERHRE -
13. {EIE T BRI EE - minWidth /minHeight #A @B 2 B -
14, {EIEFEPIFEHEER ( Unicode FFE Unicode ) AIRSEE -
15. {E1ETE Firefox 26 AR L - A4S IREBE N Z ORI E -
16. {B1ETE load balance gateway _E - $572H9 html R -
17. EBIEFENIA VNC EERs - FRESR null MHRIREE -
18. B /AR : SparkGateway.jar - HTML H## -

© © N o 0k~ w DN

[E=N
o

AHEHE MR
1. onTextReceived :& AbstractHandler Bx#2f9757% - 551 A onText Bl -
2. remoteAppLogin #£ appcfg.js 8% - F5fEF hideLogin % -
S HNEE
1. BELHEEE IEBIEREN -
2. EXHREHNEAMEERBERAL Chrome - Opera Bl F —[EEEBZIE -
3. HRIEZAEBRRENEEE - 7 IE 2 E 2 L7 RemoteApp SEIIMRE - HIKEF -
4, EBHE - B EER  HTMLEAE IERIESE 10E/F - B IEL1089 bug ( RFE Text) - 3
FHAREI IE 21528 11 -

352013F 108 27 H
1. ¥ VNC #& (vnc.html ) F1f25 ( shadowing ) -
2. EIEABRZFHEERER
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T EBH)EE (1 appcfg.js 52 reconnectTimes )

£ rdp.html O] BENEFER 2 RIRVELR -

flt config.ntml E B L EREEE -

{E1IETEF 3 webfeed 25T - BHEBNEEEE
EIEEMHEaERMEE - £ 58 RDP £ -
E1IETE IE BB 2R 11 8 AR RE ( Windows 8.1 B 5= )
EIEEFEREZEN IE2EeE L - BEANRE LRORRE -
10. 1B1ETE Firefox /# F Unicode HER1F - B ERIRIE
11, B1E 7 EiE M Es 1= ERTER R RE -

12. BIERBERNARE  HFROBRE -

13. FREEFRCHE ClientException ( 14 ) -

14. E#f . 2 SparkGateway.jar - HTML B ## -

© © N o oA w

ARBH L
1. MBEEHRZMIEG - WREERIZ sessioninformation.getConfig () - IREBIR[E
SessionConfig =9 RdpConfig 1 VncConfig -

342013 8H 30 H
1. ¥R RemoteApp P25 ( shadowing ) °

TE 1R SZ 35 session thumbnail °

HEFEHREAHNSEES TFNEERH -

BHNBEBEFRIR  BHNBESRRER -

58 A3 writeKeyComb & XIS -

o] PUEfTRE U ANE Chrome BIE 28 APP »

1% Active Directory E A OU -

£ appcfg.js BLETEEZHY domain -

{E1ETE Safari 6 FY1E SR RE -
{BIETE £ RD Web E£PFEVESHIEH NS ERE -
11. MMRBE 2R AT IFH FileReader - XHFHZ G EE
12. BEBXHHEHAREE  FIEARWERAE:RS -
13. B1E7E IE BB R S &N - TSN EZRE MIRRE -
14. B %7 : SparkGateway.jar - HTML B¢ -
15. £ MOl B EEMmZEIRIEYT

© o N o 0o kM 0D

[N
o
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3332013F 6 H 27 H

1.

BIE 7 — % =fEE -

2. BIETY 3.3.25| AT —{ER=ERG
3. BIERBNUELSLRE SEHMEENSHERRAMAZEEE
4,

5. ¥ : SparkGateway.jar - HTML B#% -

BE-BE-0EHAZEAEREONFER

3322013F 6 H 16 H

1.

© 0 N o g B~ w D

5 Windows BIF LR -

ElE# RemoteApp B - EEARERSBMENHEEPRHF -
£ Excel PEEFHIRNRERBE

AT BRIRABRE 7D rdp.html 3EIE - 227 true 23 i0S »
{E1E 7 7£ Android X o B A RO & A 5 8

A0 onclientactivity 1 onremoteappstart =

BEIZETE Firefox 10 AYE B

Bl E TG = WS ENE MR REE

B ¥ : SparkGateway.jar - HTML B % -

33.12013F 5H30H

1.

BIE Y —EEFiRERER (£ 33F5|A)

2. BIET —{EE%A RemoteApp I EAIRIEE ( £ 3.3 F5|A )
3. [EXEHY RemoteApp FFoRSEIZAIRIEE -

4,
5
6
7

E1E v ¥ Firefox EMIRIERE (£ 3.3 5|\ )

. BIFRIFE Unicode ST FHIRIERA -
. AT RIRARE 7P HY login.html #E1E
. BB¥f . SparkGateway.jar - * js XX - config.html - login.html g9 -

332013F5H 22 H

1.

S T

1R Windows 8 BBESRE ( BIHERE - RT R )

FFERIB IRV ST - RO DIBIE — BRI EKk A A R RDP £ -

o DUt BE B At 23232 ( Chrome BB R ) -

EER ENEaEIYE RDOP Ri5E FEEAEE -

BB AEZRSY (FE2SE ) W Android £/ Firefox °

o] PIBEEIRY RemoteApp B #k7 5= B B8 E remoteAppLogin =1&
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7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

A0 onsessionlogin SraflF#E L (€5 : dHEONE
o]/ config.html fEFIETE ( SRE S - WTE gateway.conf &£ remoteManage ) -
wINE R A E (5 2 report.html -

AEEEMANEB AT - ST R ER -
BElEBFHERASEEREPIHERE

BANEERE <>BRREE -

SEERN D PR XN AMEE R 5 O EE BRI R ARRE -
ElE SHIFT +B B9 -

B 7E &/ shift M EE -

15 config.html EFHIAFREA -

£ i0S5 FEIE T ERZERNAEE -

B IEL0 EIZEFT ENEIEEAE ( PDF IS TUEIEEIE ) PSR
EZEHY OnClose ;8B 7E Mac = Safari 1 Chrome 2RI RE -
£ RD Web 51 E1PI PR E EFF STANDAR RDP it (& RE -
¥ : SparkGateway.jar - £ HTML B &P RIFTB XK -

322013F4H 11 H

1.
2.
3.

4
5
6.
7
8
9

10.

£ Chrome [ Safari 2| & 28 B IF I MBE -
ST FFSNERIEMFRY jar ST - 7 gateway.conf $5XE pluginFile ©
E#FHY Android Chrome 0 Firefox B9S2 15 - #25R¥} Android B9 Chrome 2| E 28 Y bug

118639 -
. BN IMEXIBREMBEEIESS - £ Firefox M IE10 B DE] IME 325 -
. TEROES - A5%EBES . TEMERLAELNWHEE &R #ABK -

BTHEENE - FIRBNE -

. BHFRIITHEERRRREY AN Windows ( #8Z ) RV Chrome OS FYEA RSz 15 -
. BIETVERZEREOXNERZEE -
. Unicode ##88 FROEIZE R AltGr £8 52 8

BT : SparkGateway.jar - £ HTML B #tPRIPRE X -

31.12013F 38 17H

1.
2.
3.

£ 3.1 P5| ABEE B ZRNEERRE

Mac R4l § = 4% #8382 2 Windows ##

1% Ctrl + Alt + Backspace ## ( @<+ ALT + DELETE £ Mac ) #§ #8818 3 & /0v+ Alt $2+ Del
Rl
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© © N o 0 ~

O UER S BB R R BB IR E E M -

£ config.html B ERARINARFE 2500 REIRE - 7£ 3.1 PS5 A
HAERHEE YR ARENEE -

EIZE Shift +75 @ H2REE unicode F#ERE L - introdeced 3.1 -
B 7 T B HA R Tl 57 Ol 8 ZE fE 1 FEIRE -

E# : SparkGateway.jar - £ HTML B ##FMIFFBXXHF -

312013F3H6H

1.

© 0 N o g B~ w D

NN NN B R R R R R R R R e
W N P O © 0 N O U0 A W N P O

FI 20%-30% IHEBEIRH - BEBEXEBLLEMIREW RDP EFIHER -

BHNEE  @ENERNER

EI7RY RemoteApp 235 -
EBREEHNA/EGCRTRPEINRAEARZEANRME Y (185 example7.html ) -

AR ERZEEBRINSZT - 7 gateway.conf 52 E idleUserSession -

g PUTE i0S _E multipel #Z2# 54T RemtoeApp ( LEFTHER—BLOTIE ) -

TEMASEEENAEM -

BHNRAEERE -

o] DURIBR SO - B LB T EEE -

. O] DARYFB/ZEF3 DNS &3% 7E gateway.conf -

RS EENEERE -

ABIE 7 “ABEE EER— XX HIREIRE

: E%Ebﬁﬁﬁﬁtm@)‘z"%ﬁ% - BRI ARG EHRIE]RE -
BIETNAXREEHEE  EEEREFO—ESKFENERE -
. £ F Unicode S EE i FREHHIREE -
BERAEAERE O EMEHROERE -

ABIE T mAR AR EE @ -

ABIE 7 BRIMW AR R RE G BE BB AT -

. & Pl VirtualChannel R B EEUIB A/ R E -

. BT - = +#1E Firefox IR
 HEEFHEETPREHBANEE -

. B85 : SparkGateway.jar - £ HTML H#tPRIPRE X -
. EE DNSERMRER FNEA -

302013F 1H 6 H

1.

RemoteFX B9 ( fRIBINR ) 235 »
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2.
3.
4.

BIFRIMRE - BEELLRERN RDP EFIHE IR -
£ Firefox LRIZDAFFERAER - X 18 &% -
B : SparkGateway.jar - £ HTML B ##FMIFRB X4

2852012F 11 H 3 H

2.8

1.

© o N o O bk~ w DN

Active Directory ££5, -

o] PIEEEE 2 (Ellm O FE R —RFRE (B4 hitp A0 https ) ©

BHNRABRENEERER (CredSSP - ARZWMARERETIR )  UFHEHITE -
E £ 8D Safari BIE 23 6 (10S6 Y ) BEEWAIRIE -

BIEY 2 UBEMREE -

{E1ETE Safari = —{EFTEN#IEAERAPAROREIRE -

BB IRIERMIEIE T Curl $ - Alt 52 ( SMERER ) BIRE

EPRRFHEZCBER

E1E 7 —{B B @ A AR R E

10. EZE1E XRDP 1 —LEFEFZ P/ AltGr H2RERE -
11. BMIR S 7 HEE
12. B %7 : SparkGateway.jar - 7£ HTML B #tP89FTH X4

20129 H 30 H

1.

© © N o 0 bk~ w DN

X +F Windows 8 @ - Windows 2012 M#&EEIRIZEIE - o LURHE Ak E Rk A Windows 8
T EN -

X #5 Hyper-V B0iZHI&

BEFHNEIEMEN - FE TWBEREN PC #

EEJERMGE G SE IR W

FTFI#1RY RemoteApps FFE IE 1 s& il B8 BA A9 &1 8

B 7 —E EEXHNAR/NREE -

BIETY iIOSHEERE @ BRR

BT Config html Z M~ E &

BERCOLENRE-LE-_TNTER SEREUENEE -

10. E489 IME Ez%

1. MEERVIRS - F5RIZ27E Safari 21E25 6 (BYi0S6) °

12. 8% : SparkGateway.jar - 7 HTML B #tF8IFRA X
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2652012F 8H 12 H

1.

OpenlD RYEERY - MO DIABRIB RIRFZ I -

2. EMERYIEL0 -

3. BEMEREFE  IFERGEN - I 7NRERDFES -

4. WRERIBR[/ERG - BEIRIAMEE ( Chrome 2B 23R
5.
6
7
8
9

O PUEIER - A2 gateway.conf STHZ2 21 SparkGateway.init ( B PARAMS )

. ORIt ERIG (JSE ) ENEHREER -

. ORISR EFE -

. Webfedd URL TI DA fEASE 443w -

. INASER T DU AR 7523 Im Be SRR R i -

10. {B1E 7 #8~HY RemoteApp B8 =AY MS Office 2013
11. 7£ ShadowinglInterface BURATEIEIE F#EF ( &)
12. §#f : SparkGateway.jar - £ HTML B #t P RIFRB X4

26 2012F7H20H

1.

S EZHEE decodings - 2V B0%NHE[FA (IBEMEER ) - HEa—RAFEAM
HTML5 R R 75 = HELE -

ZRHAEBHRE T -

THREREE  ZEESEEARAMEO -

BEINFRBERE - ol LUERBIERET (BN EERE ) HURE 2 F8E8IF - B
BREREE KRR TNEE - RIFHAIEEA Page Up - 3 FIRE AN - 3EF
BB BRI

5. CX#ERY RemoteApp X35

6. MEBEANFRAMUE T RD Web FHREE M
7.
8
9

EEPInsZ#5 RDP RYEHBEEES ( £ JavaScript ) -

. EBEHYE - REIBEBENE
. BEERENEADSANEE

10. 8 RemoteApp FFIEIE ¥ —1E S 4 BRI RE
11. 8% : SparkGateway.jar - HTML H %

252012F 6 H 16 H

1.
2.
3.

RDP B EMMYIF - ZEAF OB AMBEHE/ AT —(EIRENZEE -
RDP 528 1G4 -
WA Ul 2 -
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© © N o 0 ~

& 7E & &89 autoReconnect FIREIRE - & E i -
5 loadbalanceinfo -

# 17 gateway.conf Z B - BRIIRTE config.html -
REAPRENHE -

BEERRR

B HT : SparkGateway.jar - HTML B #%

2132012F 58 23 H

1.

BIEEZEERENEBERE (£ 2.1.295|A)

2. BETEHEENRR (AFEBRAARPBNEBENRIZEMNER) -
3. L config.html EE KR EZRERERE

4,

5. EE¥ : SparkGateway.jar - rdp_min.js 1 config_min.js

I sessionTerminat E4EBIEN X 4R EERIE (1Y)

2122012%F 58 16 H

1.
2.

o g ~ w

FAEMR#2RBLE R E : config.html

&2 & cookie £ PHP - B1E ¥ —EZ=EH/IERE ( £ rawurlencode M-AZ 8 urlencode
O] 5 LT RE )

o] DUBERHT DK BR BN T2 - Wi fE AR PCL $TENHEEREN 2 -

R REG - DI RIARIEMITRITNEE - IR ( XIFMmES )

B2 certificagte RN NBLEKZEF

EHT . SparkGateway.jar - FiA& js SLEFFD config.html

2112012586 H

=

o o~ w DN

#IEA 70 EF £ RD Web feed AV E R ALRLHIES -

1 A8 RemoteApp i L IRAKRIZRHREE -

£ F iframe W& Bl B 1 IR “Fh B #R RI&
BRI B a] DUE R

OB ER B IS appefg.js (IRBBLAZEM - ARTAIBRINERE) -
5 © SparkGateway.jar - FTA js X4 -

212012 5H2H

1.
2.

HMROEB RS MR - THZEERR Excel - Word EERRERF
BUER) RD Web shBIFIFERBIFRE 1 - IREZ/LITE Linux EERIETNEEIRE
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© © N o U B~ w

13.
14.
15.
16.

g UTE serves.json /Y IP £ &

fic & A PSR | gateway.conf : config.html

AR E A FBARESIRPHETER - MEE accessNotInList =B 1ERY gateway.conf
AEERERNERER" T

— @0 Java in 2T LR - ARHESMrIasE

— 1@ WebSocket W& Bl ( 235 WSS ) - BolDIARE HERRBERE

BN A B R RS eR it At

. BERA/NRE TR ERAU AR 75 28 1B O RT -
11.
12.

Bl 1E Linux & Ix 8 O E B ZERIEE ( XRDP )

Br—EREEERE  SRPER—ERAERETEREEKL  BBER
rdp.openLink = FALSE ( &FI% JS ) ZFHE

TRIE A - BRI FERERCUY

o PURBEREZAIEHRIEHES svGlobal.log=0 ( EF 1% JS )

#3R8 T {E7EJE Oracle B9 JIDK K

%7 : SparkGateway.jar - HTML B $%

2.0.42012F 4H 13 H

1.

2
3.
4

o

X BB EREE - RO DRER N EHEE -

. BB SN SR ERESRL -

BIE 7 —(EE 4RI E -

. EMHIERINEE - RERBEBRUNENR RemoteApp - EFEEE - BHSE - B NEME

HEIBIF -
HEEERENZHAFEEERBME LW —ERMNALRERE -
B H7 : SparkGateway.jar - rdp.html - player.html 7 js XX -

2032012F 48 1H

1.

o 0~ w N

7Y RemoteApp X = - TEFEERINEREREHIMITHE - 55 —8Y RemoteApp -
oD EERARCIRTE serers.json ( BEMEBAR ) -

3FIRE BRSNS FHBERE -

BHERPERME A EFREE -

BB - BIERMOMRIL T ELE Eclipse IR -

B . SparkGateway.jar 1 js X1 R
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2022012 3R 27H
1. BIETEZERANEE™ZRE -
2. BEBRIHEEEH
3. HEESEE -
4. ¥ : HTML B & SparkGateway.jar

202012%F 3821 H
1. SEBEEMEIN - RN ERMEEIZENER RDP B -
HRENHEEER/NWRTME U MIEE A B RENESNEIRE -
£ iPad LhEdE T %
2% PlayBook OS 2.0 2 ¥
MER - APMRESNIEY -
O EBBEERSE -
N/ LERPREMHA
TNE/ LENBHIRERA (EFH 0SH ) XK -
RERERBE K ERE
. AFOMEEREREEEMA RDP =1 FRIF 7 IERHNE ST -
11. APYLUEEH =AM -
12. /A #F Unicode BEREZFEHHNFRE U
13. =B oI DI SR 2R -
14, ZHRFFTENFNMABZRR ST 7E Ulteo B XRDP -
15. OJRGET BB
16. A LUEIRN B E R B E—E 2 RV js X : appcfg.js ©
17. B1E 7 — L3R =8 4AN XRDP /& BlfE &
18. A Unicode 88 F5Z 1E 7 B H/HGRERIREE
19. 7£ Firefox B 1E_C{ERIEE
20. £ Opera fE1E 7 B9 RemoteApp *E#ERIFE -
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