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1. §%
Spark View @5} £ — HTMLS 242 R E & - If(Remote Desktop Protocol) = & 0] LALE/RIZEH]
L ImEB AN

ER T2 R HEOMEX Windows 24t - BJ1E: Windows 2000 Server, Windows XP
Professional, MCE 2005, Windows Server 2003, Windows Vista Business or Ultimate, Windows

Server 2008, Windows 7 Professional, Business or Ultimate, Windows Server 2008 R2 °
Linux BBf¥ - 2L xrdp °

Oracle VM VirtualBox /AR RE AR -

1.1. 4514
Spark View f&£ F§ WebSocket, Canvas, Web Audio, A& {i&7F ( local storage ) &5 HTMLS 45450 7
IEREMN - BN TESAE K - EELUMNMLE .

B IR ILELZE - 5 Java, Flash, ActiveX FiEME -

BEPWEEEREF - FHELIRATL - Flash Player - Java EWIFE ; AR ELNRSE
Same interface and experience for final users.

P Imol T ARFEEFIZEFEAERNERTE - £ Windows - Linux BIFRS - R
i0S * Android RO1FMI 4% PlayerBook OS &

BEFMIMEE - FATE HTMLS RATERE 24 #8#H Java bR -

FERSSE8 ( gateway ) OILUERE P EIRPABRIESE -

EHeNRREIURENRE[E —MIE(FERS )

OpenID %40 Google * Yahoo EFKSHIES -

o] DI B #E R Hyper-V #Z£H8 -

RDP connection pool. See you desktop and RemoteApp instantly. No waiting any more.

Spark View LI Y R 3Iini2 S EAHE ¢

TLS (SSL over RDP) 5 NLA (Network Level Authentication)381H 1% -

RemoteApp OJPATE Mac - iPad - Playbook - Chrome Book Fi& & LA - XtT2HAIHEHR
EARENBEFERATE -

RemoteFX(LAN only)s ## M 3R T RDP il A

e Windows 8 A1 Windows Server 2012 3 im AR 1224 =,

S ETHEEIGEIEE -

EBEBIE  AREEFIRTRNFTNRNEZER -

X EEARNIERCEIREBM EREY -

SEXHTELE -
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http://en.wikipedia.org/wiki/Remote_Desktop_Protocol
http://en.wikipedia.org/wiki/WebSocket
http://en.wikipedia.org/wiki/Canvas_element

o ZEHHEFMEENAFIMREBEIR -
o MEEBEFPWPIMAZL  TFEBLRPIHNEL -
o TIEERREE -

1.2. 2344
Spark View 81 7 PB4 -
o HEMRSER (Gateway ) - @— 1> WebSocket ARF 23 K — N EEEAY Web FRF 28 ©
e Web FR ( HTML 3 fF » css, JavaScript, IR 55 ) - OJILRIERBEIRS 25 (gateway) L -
o UL RTEHM web RSB £ - MNNSE -

TR 7 FNME A 20 E I SRR

User Gateway RDP Hosts (internal Metwork)

Web
Pages via
HTTP/HTTRPS

RDP over
WEMWWSS .
'I =i /i =
il {‘-‘|
I\

W WebSocket
WS5: WebSocket Secure

RO LB EER SR ( Gateway ) LREMRBFEAONE L -
1.3 X3l
Spark View IREA AR R T ZMELEBZ N AE 2.
o IRITHERARAHF IR - AE2HEMEARRRTTZE -
o RITHIERE EEREREEZBIRINNIAVA EZT
o BBEFEMNIRE  RAMBERIVHWSENABF BN -
e Spark View BY%F4
o nImN AHEN(AENNAEINNIER)
o Session FEHIERIEK

o Session Shadowing
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o 3Z1E Hyper-V &5l 8i&EE

o MEBRANSHIIE

o <& Windows 8 IR Windows Server 2012 37l AR e 452 =

o xrdp (Linux) Z1&

o RD Web Access Portal Integration A M TTHFENE S

o OpenlD WES

o 3Z31& PostScript A PCL E1Z= A

o XEBZMEMNRE - EIREMA HTMLS BB ZRA8EE - oI BUEZD 80%M
FEIMER

o HFPmWMANEZE - BolIEEERAP K IME ( Microsoft RDC A
I IME ) -

2 TE

FEARSS 2R ( Gateway ) @— M Java 2R - JIF UL REFABRIRIERS L - Alln Web HIRZE
45 HTML 0 JavaScript X - AR2EMIRF RIRELE - o] ILREFMER Web HE%%%J:_JZ%HIJQ
CHIFERR 5528 (gateway) L -

2.1. Z3% J2SE Software Development Kit (JDK)
N, Java 2 Standard Edition (J2SE) SDK, 1.6 St AfERIARA (HEZEEER 1.6.0 27 X64):

http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-
419409.html#jdk-6u27-oth-JPR

FEN | RHEZ1EH Java Runtime Environment (JRE) 20 517 E# A i 27 1k K -

KERIENZ 3 JDK °

IZE JAVA_HOME WEELER IDK WLEKBE R - BEZERIBEEE Java RN -

IE Java BELHEKII - AT MA@ S :

java -version

2.2. Z% Windows AR
RIBZERY IDK BRAS (64 1188 3211 ) & Spark view Y M ARA » JEE - 64 iLARAHY Spark
View ABE#1TTE 32 fIAY JDK E -
REBMRA (NZEAINEE  RHMAFER - FEESTRANENER ) -

http://www.remotespark.com/view/SparkGatewaySetupX64Free.exe

http://www.remotespark.com/view/SparkGatewaySetupX86Free.exe
RIBLZEREZEFRNLE -
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http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html#jdk-6u27-oth-JPR
http://www.oracle.com/technetwork/java/javasebusiness/downloads/java-archive-downloads-javase6-419409.html#jdk-6u27-oth-JPR
http://www.remotespark.com/view/SparkGatewaySetupX64Free.exe
http://www.remotespark.com/view/SparkGatewaySetupX86Free.exe

BRI E LB IR A license” - EFIBILHREFE - MR gateway.conf EER license B R KX
BTi= -

R LE] gateway.conf I TARFZ=ZHBIIR - RGRBIKENBINIERE 80 - X OJREE AW E
iz ER -

7N SparkGateway.exe ZIfRAIPG KIERY 7 FFITRE -

i Zede - MFRIEIRAINIT SparkGateway Manager" © T "Java" fE{RIREF 7 IEFEAY JDK

( MMRIRVEBRLE 72D IDK ) - IREAN"RIZAEFE - AEEMIT'SparkGateway" IR IRER -
BEMZRAHIT NS FLERS :

cd C:\SparkGateway

SparkGateway.exe //1S//SparkGateway --Install=C:\SparkGateway\SparkGateway.exe --
DisplayName="SparkGateway" --Jvm=auto --Classpath=C:\SparkGateway\SparkGateway.jar --
StartMode=jvm --StartClass=com.toremote.gateway.SparkGateway --StartParams=start, -
c=C:\SparkGateway\gateway.conf --StopClass=com.toremote.gateway.SparkGateway --
StopParams=stop --LogPath=C:\SparkGateway\logs --StdOutput=auto --StdError=auto

++JvmOptions=-server

java -jar SparkGateway.jar UPDATE

"java -jar SparkGateway.jar UPDATE" will update the content of gateway.conf(using current installation
directory).

R TIUER InstallServer.bat MR FZLE - BEMNBZNHRANERESHRNELEER—8 -
F {1 8 Aparche Procrun R #1T Windows AESS -

BZHMIEE | http://commons.apache.org/daemon/procrun.html

MINNZe3E JIDK 1.6.0 27 WIRIRIEZERAN B RS DIIE ( CredSSP ) 3% HYPER-V =5 ( FE
NLA ) °

2.3. %% Linux/Unix B85 ( Daemon )
N2 Spark View for Linux/Unix,
TR :
http://www.remotespark.com/view/SparkGatewayFree.zip
REGEE 2R B R - BAVXE M A/usr/local/bin/SparkGateway TE AL R B R - MMEE N3 T EE
¥ daemon wrapper :
e GNU AutoConf (h&Z 2.53 5t A L)

e An ANSI-C compliant compiler (GCC)
¢ GNU Make
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http://commons.apache.org/daemon/procrun.html
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e JDK ( A¥#E{ER OpenJDK )
Yum groupinstall “Development Tools”(CebtOS)
Apt-get install build-essentials (Debian/Ubuntu)
HAIT NI -
cd /usr/local/bin/SparkGateway
tar xvfz commons-daemon-native.tar.gz
cd commons-daemon-1.0.7-native-src/unix
Jconfigure
make
cp jsve ../ ..
cd ../.
chmod a+x SparkGateway.sh
BRI RIRA “license” FHERIRILZEB R -

MRFBEHE - WERFSH[AVENIR RIS RIEERE -

EmiRSS

/SparkGateway.sh start

FIEARSS -

/SparkGateway.sh stop

{11 B Apache Jsve N Linux/Unix daemon wrapper ©
EZEMIEE | http://commons.apache.org/daemon/jsve.html

The script (SparkGateway.sh) is only tested on CentOS, you may need to change it on other Linuxs.
Make it as a service and start automatically:

Cp SparkGatewa.sh / etc/init.d/SparkGateway

Chmod +x / etc / init.d /SparkGateway

Chkconfig—add SparkGateway

Chkconfig SparkGateway on

Start the service : service SparkGateway start

Stop the service : service SparkGateway stop

SET

2.4. %3 Web FREIE fth Web fRS5 28
RO LUE R Gateway 1FN Web fElAREE - O] LUE web ZIRZERZIE M Web EIARES -
Html BRAMFIA web ZIRAZEMRS IR - I BEEEHIZIEMRSZERANER -
MR IR REEM web FEMRER (FBIOIA ) - NFTAERREEA
21U A Gateway BIEARS 2 - SV B %LHR1E Chrome Web FEKX -
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TRy

3. IRFBRIFIZE

3.1. 78RS 88 ( Gateway )
FIEMRERSES ( gateway ) IREEFE gateway.conf XA - FTHEFIBESHIIE :

BB SHE

bindAddr WEMIL - MNMRIRAIIRFBEBEZ NP - NREEHEF—DE.
Binding address, if you have multiple IP addresses and want to bind on one of
them.
If you have IIS running on same machine, you must ensure that it is not bound to
the IP
Address & Port you want to use for the SparkGateway. You must set the bindings
in the
IIS Manager. However, it may also be necessary to change the HTTP service
which by
default listens on port 80 for all [P addresses. To do this you can use “netsh http
add iplisten ipaddress=xxx.xxx.xxxX.xxx" to instruct the HTTP service to listen on
IP
addresses not used by the SparkGateway. Then you can use port 80 on the unused
1P
Addresses with the SparkGateway.

Port BB R SRYFIRTE 80.(Listening port, default is 80. You can let Gateway
listen on
2 ports at the same time, e.g. port = 80,443

ssl 25 FE A SSL % : https F1 WSS ( WebSocket MIZERE ) , AR IBIRE
false °
[Use HTTPS and WSS (WebSocket Secure Connection), default is false. If
Gateway is listening on 2 port, the parameter can be configured as : ssl
=false, true

credSSP £ Network Level Authentication, Z2ZI[RIAIRTE false. “true” B—E=2E £
S NEEEE - Use Network Level Authentication, default is false. “true”
will slow down
The connection speed a little bit. It’s not necessary to use NLA if the gateway
is connecting to internal RDP hosts only. It’s better to enable credSSP if you
are using
Microsoft RD Broker for load balancing.

backlog EEY - RBRAREN S0 -

user FAFBC &3 H(users.json, JSON & T0) B &,

server FEHAIARFAZE & S (servers.json, JSON format) B 2.
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html HTML 1RE %

directoryIndex HTML [R¥atEE RN - [RIGITRAEIZE R "rdp.html;index.html".

license N EFEEE

logfile HIR X HEEEE

maxbytes PRESEMNEIWXER - [RIGIFEIRTE 30M.

maxfiles REBIMHEE - Boi-EMREE - RETERESAEE 99.

logHttpHeader EEBEEMITNEICE - [RIGTREIREE true.

converter Postscript PDF S 448 #es i & - BT AUED - 7% Ghostscript :
http://www.ghostscript.com/download/
fll: C:\\Program Files\\gs\\gs9.04\\bin\\gswin64c.exe

arguments NHHEHREESH - %l ARBWE pdf XHE - %2 URBA ps XHE - BE
Pl
fll: -dBATCH -dNOPAUSE -dUseCIEColor -dPDFSETTINGS=/printer -
sDEVICE=pdfwrite -q -sOutputFile=%1 %2

plugin 1R Java 355

pluginFile The full path of your plugin jar file

password IREFAMEE APIHORG

mime A Web falAR 28 7 TN EE 2% mime types

stderrLog Set false to disable logging to stdout(#7/EE 4 L )/stderr(FR A 1= HI )

keepDays | B SR IRFRE - [RIBIVEIREBA 3K »

disk HEWRNXGE - ZHRRT EEFTE -

webfeed RD Web Feed URL, FH T2 & RD Web Access Portal.

recording SIHICE ( Session recording ) , 0: AE%; 1N EREE

recdir RBRICENEEFE

recwarning EERESHPRERICTE - [RIGTREREENR true

accessNotInList | IREERFERAEUYLIGFHEMMAEEBSE (severs.json) 3% webfeed - Il
R1E false

printer EIZRANZIR - MREE"MNBF lnizln ENZRAL Printer name, default is
“Remote Printer from Client”. You can specify multiple printer names by
using “;”as separator,
e.g. “Printer1 ; Printer2 *“. The first one will always be the default printer.

printerDriver ENZRAN B R

shadowing f27 Shadowing HR ( MRAFMAZE ) - MIRER true

cipherSuites

ZIREHTLUER SSL INERERE - GoseBERH-—EHFBIEEY
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http://www.ghostscript.com/download/

2l

SSL_RSA WITH RC4 128 MD5 - SSL_RSA WITH RC4 128 SHA -
SSL_RSA WITH 3DES_EDE CBC_SHA -
SSL_DHE_DSS_WITH_3DES_EDE _CBC_SHA -
SSL_DHE_RSA_WITH_3DES EDE CBC_SHA -
TLS DHE RSA WITH AES 128 CBC SHA -
TLS DHE _DSS_WITH _AES 128 CBC_SHA -
TLS RSA WITH_AES_ 128 CBC_SHA -

TLS DHE _RSA_WITH_AES 256 CBC_SHA -
TLS DHE DSS_WITH_AES 256 CBC_SHA -
TLS RSA WITH AES 256 CBC_SHA

MEBELEE JAVA TN A
HTTP://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-
429243 .html

webAddress

HTTP f2AR=8 web fiilt - F3F OpenID BF (REIEHEM ) EXTRATE
FFm ERENESSHBEEML ( AP ROEEAE - IRBERZNEER
TR ) -

clientHost

BUTHFIRERAZERNENEIR - MREANENBIRS ip Azt -
RO LUE A MO SRR

S{EMBIR} : FEBMAIENBZIRR -

${hostAddress} : A EEEBMAIAILE -

${F) S

${_ip} : AP IRAYENRAFREL IP -

${ PARAM SESSION ID} : &=1&# GUID -

${ PARAM NUMERIC ID} : &=1¥ 9 IR0 id -

$ {(INAPIRE TS

B0 clientHost = RS-$ {__ip}-$ {F} - &R*FZ RS-ClientHostName-0
RSClientHostName

performanceflags

15285 3.4 RDP Host LERSEZWE - RN IEEEERE - MOEFTEX
AN
|

To a Terminal Server/Remote Desktop Session Host.

remotefx

oJx & - I 2 False * RemoteFX REEFE LAN K 32 it iE T

enableLookps

Set to true if you want calls to perform DNS lookups in order to return the
actual host name of the remote client. Set to false to skip the DNS lookup and
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return the IP address in String form instead (thereby improving
performance). By default, DNS lookups are disabled.

AxcacheTime How long (minutes) the session can be cached on gateway, default is O (RDP
session cache on gateway is disabled by default).

idleUserSession User session idle timeout, in milliseconds

Email notification when license expire ect, following is for gamil;
Mail.smtp.host Smtp.gmail.com
Mail.smtp.port 587

Mail.user support@toremote.com
Mail.password XXXX

Mail.from support@toremotec.com
Mail.to Xxx@toremote.com

Mail.smtp.auth true
Mail.smtp.starttls. | true

enable

BB EEE -

RO PUERA confightml BT EIN A IRMEENFBEZER - BEAXEEE
http://localhost/config.html 23] EFEAN IP RMHAE - ETZEESANHEROUNEKENFE
A -
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mailto:support@toremote.com
mailto:support@toremotec.com
mailto:xxx@toremote.com
http://localhost/config.html或是打上主機IP

1 ToRemote.com Mail - Quer =

.:::. What's new & Spark Configuration

€« C' | @ w-think/config.htm o W
Gateway': |w-think 0
Gateway | Server User
Gateway Configuration (Saved in gateway.conf) h
S5L (hitps and wss) =
Port(Default is 80 or 443(SSL)) = =
Binding Address
Network Level Authentication O
Path of License File C\Users\Yongtao\warksps
HTML Root Directory C:\Users\Yongtao'worksp:
Default Web Page
Path of Log File CUsers\Yongtaoworksps
Size of Single Log File(bytes) 30720000 =
Maximum number of Log Files 99 = Bl |
Log HTTP header
PDF Converter C:appsighostpcl-9.05-win
PDF Converter Argunments -dBATCH -dMOPAUSE -dl
Plugin Class
Administration Password (for reporting API etc) |yourpassword
Temporary directory (for downloading/uploading) |C:\apps'\share
Davs of temporarv files are ket 3 =

3.2.HTTPS F1 WSS (WebSocket 22 iEH)
B RMBEE

%7 ssl =true ( gatway.conf)

S ATRBY SSLIAIER! Java keystore, EZEEIFE NHIER
ohttp://www.remotespark.com/Install SSL._Certificate In SparkGateway.doc
ohttps://knowledge.verisign.com/support/ssl-certificatessupport/
index?page=content&actp=CROSSLINK &id=AR234
ohttp://www.agentbob.info/agentbob/79-AB.html

ohttp://portecle.sourceforge.net/

W0 NF Java LUK ERARS5 28 ( Gateway ) : -Djavax.net.ssl.keyStore=keystoreFileName

-Djavax.net.ssl.keyStorePassword=yourpassword. For example: java -

Djavax.net.ssl.keyStore=C:\Program Files\SparkGateway\keystore.jks -
Djavax.net.ssl.keyStorePassword=password -jar SparkGateway.jar -c=gateway.conf
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e I ETE SparkGateway Manager A T HEIEI :

-Djavax.net.ssl.keyStore=C:\Program Files \ SparkGateway \ Keystore.jks
-Djavax.net.ssl.keyStorePassword=password

oS pepaties S e

| General | Log On | Logging | Java |S13r11.|p I Shutduwn|

[[] use default
Java Virtual Machine:

C:\Program FilesJavaljdkl.6.0_27jre'bintserver jvm.dl B

Java Classpath:

C:'Program Files\SparkGateway\SparkGateway . jar

Java Options:

Dijavax.net.ssl.keyStore=Ci\Program Files\SparkGatewaykeystore, -«
Dijavax.net.ssl.keyStorePassword=password

Initial memory poal:

Maximum memory poal:

Thread stack size:

Or adding following lines in SparkGateway.sh on Linux:
Case “$1”in
Start)
$SDAEMON_HOME/jsve $JSVC_OPTS\
-jvm server \
-home SJAVE_HOME\
-Djave.io.tmpdir=STMP_DIR\
-Djavax.net.ssl.keyStore=./keystore.jks\
-Djavax.net.ssl.keyStorePassword=password\
-wait 10\

FZUERMNEGERT Chrome and Opera.

3.3. Remote Desktop Web Access Portal 5
EHZES - AP o DIHEMNEIKS & RS2 o] LIS A RemoteApp MR EIIZE -
REBE .

1. RemoteApp D& K M5TE - FEHER T Web FHL -

2. Web Acess portal FTTERIA 28 2 TEMIHA -

REEM -
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1. 7£ gateway.conf NIZTE web feed URL. X1~ URL 21RHY portal i3+
/RDWeb/feed/webfeed.aspx, LU : webfeed =
https://cloud.remotespark.com/RDWeb/feed/webfeed.aspx

2. {£H loginhtml fERNR4EHRE BRI, 7 gateway.conf NI E directorylndex =
login.html;rdp.html;index.html « FHE{RIZE 7 html directory - Spark fRS5 &8 E IV EE1ZEHF
BRI HIEN S M4

3. Make sure html directory is configured in gateway.conf. Gateway will save application

icons under this directory (in RDWeb subdirectory).
RARBERERP XM (users.json ) A RDP ARFZ28 X4 ( servers.json ) e

— —— . ~
] ToRemote.com Mail - Inbo: = /' K Spark View .

= C' | @ w-think/login.htm| w a4,

My Computers and Programs:

A A A A R =

Abacus Accounting Abacus Law Abacus Message Slips Adobe Acrobat 9 Pro Extended BestCase Clients
S al ] j‘ = =
= = [xz =y E &
CompanionLink Synchroni Company Excel MyECFMai Outlook PowerPoint RingCentral Call Controller
2 =
Wmndows Live Messenger Word

Copyright © Remote Spark Corp. 2011 www.remotespark com

3.4.RDP {d R 81X E
RO AR A servers.json AR EMREIEL RDP IRFBBUMBRISHE - ®RER - FHAED
PEEFPIH SR — ol DUEERS 2R 5IRIRES ID -

)
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I Spark View %

€« C' | © admin-pc/rdp.htm Sy

Spark View 1.8.1

World's first html5 Remote Desktop Protocol (RDP) client. What's new

Spark Gateway: admin-pc *default port is 80 if it's not specified (ipport).
General “ Display || Local || Programs || Experience |
Enter the name of the remote computer or drag a rdp file here:
Computer |E
demo -
Port demo2
User Name demo3
demod L
Password RemoteAppWord 1
. RemoteApp\Wordpad
Domain RemoteAppExcel
kjExcel
Keyboard kjWord
kjOutlook Ta
[ VirnalBox RDP or xrdp

[CIear] [Delete] [Save] [Connect]

Bl -

{

/* X2 —NER - 1BERLIREMA UTF-8 (without byte order mark)Zm 5 R IRTF % X 14 */
"type": "NORMALLIST",
/*T]$ESE A © WHITELIST, BLACKLIST, NORMALLIST */

"display": true,
/* BINZARERP */

"connections": [

{

"id": "Word",
"displayName": "RemoteApp MS Word",
"server": "213.180.85.124",
"icon": "kbd.png",
"protocols": "rdp",
"rdp": {
"username": "demo",
"password": "m9ff.QWE",
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"domain": "SERVERSKY",
"remoteProgram": "||WINWORD",
"mapClipboard": true,

"mapDisk": true,

"playSound": 0,

"mapPrinter": true

H
}
]
H

ZXHZ ISON B8R - {} RE—TWR - [|BFE—THAH - XEZE

O] LU R RDP 3R INAYE 22

BB (XA EXWFRBLRINEZRA, WL )

SHE ZSHE

Port RDP RS ITIE - [RIGIREIR ZEE 3389

Username Windows £ & ZR -

Password Windows & R

Console EEERIEHEEEEREI ( console session, or admin mode )

Width RDP RETEE - MRRARTE - FRAKSERANGREEOEE -

Height RDP RESE - IRRBRE  FHARSERNSHEEOSE

color RDP BB RE - [RIGtnEIREE 16

command EEEMNER -

directory EEREMNREANCEKER

mapClipboard EEERAEEEHE

mapDisk EEERUREHEE

disks HEZROWHEE - 2 —1 Devicelnfo FIEIZH  Devicelnfo X R 4514 :
{

"dosName": "disk1",

"longName": "disk1 on local",

"devicePath": "/apps/test/"

}

Default value for actions is 7= ACTION_REDIRECT(1) |
ACTION_DOWNLOAD(2) |
ACTION_UPLOAD(4). Set value to 2 if you want this disk downloadable only,1
if you
Only want this disk mapped to RDP host. Right now, only the first disk can be a
downloadable directory.
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playSound 0: EARMIBERCRIREEIN A S 1: MBI 2: EnlmeE N ERNES -
audioRecord EERAHEE (BET)
performanceflags | [RIGTR/EIREE 111 - @ NATRRUMNAS :
PERF DISABLE WALLPAPER = 0x01;
PERF DISABLE FULLWINDOWDRAG = 0x02;
PERF _DISABLE MENUANIMATIONS = 0x04;
PERF _DISABLE THEMING = 0x08;
PERF DISABLE_CURSOR_SHADOW = 0x20;
PERF _DISABLE CURSORSETTINGS = 0x40;
PERF_ENABLE FONT SMOOTHING — 0x80;
PERF_ENABLE_DESKTOP _COMPOSITION = 0x100;
111 = PERF_DISABLE_CURSOR_SHADOW |
PERF_DISABLE_CURSORSETTINGS |
PERF DISABLE FULLWINDOWDRAG |
PERF DISABLE MENUANIMATIONS | PERF _DISABLE THEMING
| PERF_DISABLE WALLPAPER;
legacyMode MHEED - WRIRIEEEEZ xrdp B¢ VirtualBox RDP IEEFHESET -
mapPrinter ERERERIIED -
remoteProgram | E&J—1 RemteoApp ° 151 RemoteApp A& (alias ) - EEEAIBBIEMN
IRERRAXE— T ABMAZ—TMEES - W:
[IWINWORD, ||wordpad, or ||[EXCEL.
remote WorkDir RemoteApp FI321T B E.
remoteArgs RemoteApp Wi 1TSH
credSSP =& 8 NLA (Network Level Authentication).
sessionRecord 0: MHATRERS, 1INFEHEE (REEFE) -
keyboard BERE
loadBalancelnfo | £ #2311
shadowing fREHR
vmid HYPER-V [E #1258 GUID - BlIg : B3D5444C-2611 £F-405A-9CAO0-
7AA8DA94DFOB - B2~ HYPER-V FESEE -
minWidth B/N\E - AENAEARTEZRENETEESNT -
minHeight &/\& E Minimum height
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Remotefx o1& - NI E False * RemoteFX REEFE LAN K 32 UcHFiE

BIYNTE servers.json » A O] LIE X 1P SEHE

{
"id": "rangel",
"ipRanges": [
{"from": "192.168.0.0", "to": "192.168.0.250"},
{"from": "192.168.56.0", "to": "192.168.56.250"}
]
5>

R BT UER confightml EETE A REZEENHZN - BEANKEES
http://localhost/config.html S 2F] EFEAN IPRMHAE - ETZEESANEROIUNEKENFE

e/ -

& Spark Configuration

1 ToRemote.com Mail - Quer = 'S' What's new

<« C' | @ w-think/config.htm

Gateway: w-think

[ Start Caonfiguration ]

User

Gateway | Server

Server (RDP Host) Configuration (Saved in servers.json)

Type Mormal List El Visible

1D Display Name Server Action

testl test com 192.168.0.118 G, (%
o2 tre2 192.168.8.119 G, (X
2 3 192.168.5.118 G, (X

3.5.(ER&
ol £/ users json HEREEEEREMEANVEMAERIERD  EZERANAERN - £HEFE

FRTOERAZeERINHES -
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http://localhost/config.html或是打上主機IP

B spark view

<« C [ 192.168.0.109:83088 el =
==y O REEA Google @M E==SparkView 3 ==Spark Configur...

Spark View 2.6.5

Spark Gateway: [192.168.0.109:8088
Domain'user name: |

Password:

Google
80 is default port of Spark Gateway 1f it's not specified (ip:port).
What's new

Copyright © Remote Spark Corp. 2011 www remotespark.com

R o] LUE B YREY OpenID 1K~ & % ( Google * Yahoo Tk ) - OpenID 2&
R AFEZETE login.htm] DA FHE BIRF R -

 IHIRICIRE gateway HI3BARSZRRTE gateway.conf P HY web Itk - MRG0 EERS =R
HTTP://192.168.0.118:8080/login.html - £ gateway.conf webAddress N 1% 2
HTTP://192.168.0.118:8080 °
« #A{R servers json P FAHE R ZMAIOEF I ( Gmail I HEAIRIBEERR Google 1K/ ) -
« Servers.json PZIDFIHE RS - PILUROI U BAEAFERE -
MRIBAFEZEHR OpenlD E5 - MO IBERT M loginhtml H9—E37 :

<a href="/OPENID?id=Google"><img src="google.png" title="Sign in with Google account"/></a>
FERENEZIR RDP EANMMBE - ]I UERERERBE

s = S|
M Spark View

@ C | @ admin-pc/login.htm Lo * B W
My Computers and Programs: Back
demo-t RemoteApp WORD FemoteApp Wordpad RemoteApp Excel

Copvyright © Remote Spark Corp. 2011 www remotesparke com

R o] LUEA confightml B TEN A RBEENHZT %ﬁ%/ﬂ”"“
http://localhost/config.html St 23] EF A IP RMHAE - ETLEEZEXRTIR R UMK ENHE
FA,EREBRNZEIREFEBY - NRIRIETE A OpenlD 5 ( EIMLES?E Google K% ) -
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http://192.168.0.118:8080/
http://localhost/config.html或是打上主機IP

ﬂ Spark Configuration

&« C | [ w-think/config.html il

Gateway: fwthink

Start Configuration |

Gateway Server | User |

User Configuration (Saved in users.json) Add| | Refresh |
Import Active Directory Users | I I

MName Password Servers isDomainUser Action

RO AM Active Directory FHSAEREKSZEE - XEWEFERZULAKSBBIELEA
SparkGateway F 4/l - BMBIEHAFEZBEE ( FIRER ***LL Active Directory 285 ) -

3.6. B R SIEN
L5 RDPIMREE - BEMRFEZEE RDP RFEENAP LR NRNIKNZET - BZ2ER
Spark FE R BUED - MITFLREATRHNEZER :
ABRELEEIXNTETNE RDP F Al -
ABEEL AR ERERI (MS Easy printing 352 NET Framework 3.5).
RDP 4w o] L2 E—HARZAS Windows (MS Easy printing MZEZ Windows 7 L_ERRZ).
1 AR IIROBIENBZE (via http or https) - AFIWEHY RDP FEHEZLR -
SEETBEIERA - B SZIE PostScript & PCL EFRABEIRANIMUZEARF - .
SRRV - o] ITE Mac, Android, los Ef# F3(MS and Citrix ZEN X7 PC L) -
BRI ERER -

AU S e
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e Spark F78AR52% ( Gateway ) =B #I7E RDP RS2 BIEM— MBAMERERER -

& Spark View-Evaluation Only 'g:' bespin embedded - Google *

L C @ admin-pc/rdp.htm

)
L5

o] W WINDOWS !EH

@Back . n &l - m ., |

PG & Print

General |

" Select Printer

“JRemote Printer from Client: {From Admin-PC) e

Fay

F
: R
=
R
R
R

Slatus: Ready [ Printtofie  Preferences |
Location:
Comment: Find Prirter... |

~ Page Range

Al Murmber of copies: |1 3:

€ Selection € Current Page

 Pages: I ¥ Collate Iﬂl Iﬂl

Print I Cancel | Apply |

T« EP 1:04pPm

&fStartl [ WINDOWS || & cmsetacl - Notepad @

o HEMRFEER (Gateway ) TFEHRFIENLERE] PDF XX -
B8 MR52% ( Gateway ) K PDF XHEEL A In -

7

Remote Spark Cloud Tool. Page 22 of 64



o MFImAMUEFRESIIENES K -

[ Spark View-Evaluation Only -;l bespin embedded - Google =

L C (O admin-pc/rdphtm

cmsetac]
——————— pate: 07/16/2009 --—————-Time: 14:01:13 -——-———-—
Registering cmsetacL.dl]
setting ACL to cM folder
Registered cmsetacL.dl]

——————— pDate: 08/26/2011 -————--- e et
Registering cmsetacL.dl]
Registered cmsetAacL.dl]

NTESINESEFER - REZELHER—H PostScript 2 PDF ¥ #1288 7E gateway I
21X fE A Ghostscript - BABOIEARANF& LTF -
B RIBHRRENRAEMEOE RDP EAEZERM -
Z24% PostScript ENZRM BiY):
1. %X PostScript to PDF 3%&IR887E gateway.conf (ZRZLfEEF Ghostscript XERA - NEMULAOT -
http://www.ghostscript.com/download/here):
converter = C:\\Program Files \\gs\\gs9.05\\bin\\gswin64c.exe
2. 7E gateway.conf P E e HWSE:
Arguments = -Dbatch —Dnopause —dUseCIEColor —Dpdfsettings=/PRINTER-
Sdevice=PDFWRITE —Q —SwOTPUTfILE=%1 %2
3. IR PostScript ENZRANIXENIE T TE gateway.conf (ZEIN):
printerDriver = HP Color LaserJet 8500 PS
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http://www.ghostscript.com/download/here
file://///gs/gs9.05/bin/gswin64c.exe

4. 1E gateway.conf iR EENFRA B F(EIN)

Printer = My Printer Name

LK PCL ENRA (BENAERNRAEER PCL ENZFRA):
1. & PCL to PDF ¥ #2238 7F in gateway.conf (R FifF A ghostPCL XEWA - FEH MU T :

http://www.ghostscript.com/GhostPCL.html):
converter = C:\\apps\\ghostpcl-9.05-win32\\pcl6-9.05-win32.exe

2. 7E gateway.conf: PR EFEIRERNSE -
Arguments = -Dnopause —Sdevice = pdfwrite —sOutputFile =%1 %2
3. ®%E PCL ENFEANBIKENIETVTE gateway.conf:
printerDriver = HP LaserJet 4100 Series PCL
4. RFEENFRANAIBIRTE gateway.conf (ZLIN)
Printer = My Printer Name
YASRARFE Windows 2003 ERE|—MAXEILLZEES - BEILFNRE :

I

£ Control Panel L E@

] 3 F | Pooearch [y Folders | (& 2 X ) -

Address |B’ Conkrol Panel

Mame System Properties ? EJ
@\ Display
[iFolder Options Advanced Automnatic Updates Remoate
Ehronts General Computer Name | Hardware
‘T Game Controllers

£ Inkermet Options Device Managsr
£ ) ! )
[£)3ava §' The Device Manager lists al the hardware devics

Eg-.lkleybo.ard an Jaur c:on1f|:-uter.dU$_e the Device Manager to e 1y i hardware installation, Windows might detect software that
g Licensing properties of any device. has not passed Windows Logo testing to verify its compatibilicy with

T - Windows, (Tel me whey this testing is important,
I Mouse Device M3 I ] [ )
@_Network Connectio

LPhone and Modem
Paortable Media De

3 Pawer Options e Driving Signing lets you make sure that installed d (#)Ignore - Install the software anyway and don't ask For my
B compatible with Windows. ‘Windows Update lets ‘approval

“_Prinkers and Faxes how Windows connects ta Windows Update for g
i?_-_ Pravision MNetworks
Q Fegional and Lang [ Crriveer Sighing ] [ windows L
%Scanners and Cam
(A scheduled Tasks Hardveare Profiles

@, i . .
¢ Sounels Endl sl Hardware profiles provide a way for pou to zet up
m’Speech

different hardware configurations. Administrator option

Make this action the syskem default

Driver, Signing Options

—r

Dirivers ‘What action do you want Windows to take?

O Warn - Prompt me each time to choose an action

() Block - Mever install unsigned driver software

T stored User Names

S T
Hardware
ETaskbar and Start Ardware 0

a Windows CardSpa
&awindows Firewall

(] 4 H Cancel ] Apply

See information about
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3.7. EE1— RemoteApp IEXMBARAZENEH
EW?EF?}%EJJ/MQEENIEE :

- F=f
6 Spark View ® ]
« C'  © admin-pc/rdp.htm! %y A

»

Spark View 1.8.1

World's first himl5 Remote Desktop Protocol (RDP) client. What's new

Spark Gateway: |admin-pc |*default port is 80 i it's not specified (ipport).
General || Display || Local ” Programs “ Experience | c
() Start the following program on connection:
Program path and file name | |
Start in following folder | |
) RemoteApp:
Exe or file | | L
Arguments | |
@ None

[ Clear ] [ Delete ] [ Save ] [ Connect ]

EmN BRI EEMEANAZIH Windows 123 - XZHABTELL session P REEFEA—MER -
1 VT EET 2 session PEER 2 M2 (EREFFEAMA Spark View N BZINFEA ) BOEC

- BN FAEINAIERETE servers.json HENR - T ZE)FA command” IR “directory”#EIN - 15
Eﬁ%@ G EAE B Windows 2008 FIRSI H AR BRE -
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ﬁﬂemutenpp Manager

File  Action Yiew Help

= = @
RemoteApp Manager

RemoteApp programs are programs that are accessed through Remote Desktop, and appear a
( running on the client's local computer. Before you can make a Remole App program available
L must add it to the Re moteApp Programs list.
]

Overview

RD Session Host Server Settings Change Distribution with RD ¥eb Access

— A The ToWeb &ccess Computers group
(i) Clients will connect to: dwd.dnsTT.com Rematefipp programs may be unavail
O RBM crootepp Deployment settings K3

initial conne :

RD Gateway Sef Digital Signature | Commaon ROP Settings | Custorn RDP Settings I
.;j:;. Clients will u RO Session Host Server I RO Gateway |

their damain : ) . ; . . .
Clients will use these zettings while connecting to thiz BD Seszsion Host server.

Digital Signatur

/v Mo digital ce [ Connection settings
certificate m Server name: IdwE.dns??.cum
RDP Settings Cl [fthe RD Sezsion Host server iz in & farm, enter the DMNS

name af the farm.
ROF part: |3335

— Remote desktop access

(i) Clients will c

r Show a remote deskiop connection tothis D Session Host server in BD ‘Web

RemoteApp Prog Access

Mame

—Accezs to unlisted programs

™ Do naot allow users ta start unlisted programs an initial connection
[Fecommended]

= Allow uzers to start both listed and unlisted programs on initial connection

“EENE— MR 2ZEINEAN Windows RIIMETRRTU (shell ) - BB ZEAZEHED
RDP £1& - AXMIE - 81T EASSH—1 RDP &21&F - S RBR[HHRNTFD - R

a] PUTE servers.json X B F“command” F]“directory” SERECEIZER -

RemoteApp FHEZ RDP 6.1 KA LRI A 1 - AP IR L35 THIFTA RemtoeApps O AEBH AR A

— session  BI{EZTTET MBI Remoteapp ° YROJLLTE servers.json 2 F“remoteProgram”
“remoteWorkDir” & “remoteArgs” SE KX E RetmoeApp.
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RemoteApp MERFEHBREA/N ( ABEEMEE ) WEENDHIMWEROAN -
TEZ—EFIIZEE RemoteApp 7E servers.json F :
"id": "RemoteAppWord",
"displayName": "RemoteApp WORD",
"server": "192.168.8.119",
"icon": "kbd.png",
"protocols": "rdp",
"rdp": {
"username": "Administrator",
"mapClipboard": true,
"password": "password",
"remoteProgram": "||[ WINWORD"

b
},
IRIRE AR ZIRAY RemoteApp - IBFIREBRAXTS || MLEXERK -

REFNEAEZERNEFEENREANRBYR=S - o] LARRTEER session 7£ RDSH _FIRER
B B PR

Linlm RERSEREUEERNEHEA

2 EENAAEFAHRN - AUE - —"F 8 ~ #H—"F 1T - 3T E gpedit.mse - ARFE—MHEE -
3HEAILIMTR

EEXACE \ RHUEESEA \windows JofH \ 3 lin = AR S5\ i 5= [ L /BB Bx E A\ TR ER A B) BRI
x  RUFRETUT MERERE \ 2SS EE AN \windows Jot \ iLln R E AR S \inin £ & LIEH
EREANTAEH E= i (8] PR

Computer Configuration\Administrative Templates\Windows Components\Terminal
Services\Terminal Server\Session Time Limits

Note: The policy settings are also located under User Configuration\Administrative
Templates\Windows Components\Terminal Services\Terminal Server\Session Time Limits
BREBU NFARTAES !

http://en.wikipedia.org/wiki/Remote Desktop_ Services#RemoteApp

http://technet.microsoft.com/en-us/library/cc753112(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc730673(WS.10).aspx

fic & RemtoeApp RDP I & :

http://technet.microsoft.com/en-us/library/cc733144.aspx. N f BIFHHERE - BOIBERE

add following lines in the “Custom RDP settings” page:

disable full window drag:i:1
disable menu anims:i:1

disable themes:i:1
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http://en.wikipedia.org/wiki/Remote_Desktop_Services#RemoteApp
http://technet.microsoft.com/en-us/library/cc753112(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc730673(WS.10).aspx

disable wallpaper:i:1
EEIRNHAZRBERNN AR I LUESTTTE RemoteApp F& I EARE8/RDSH 1R £ - R OJEEA8

LM RE I 20 R 7 2 80E# 2] HYPER-V T8 - FIARIEN AENZ A HYPER-V
EEQEE - BORRZ - B - WINE RDP IS RAITNEE

3.8. NG HERE@MAMLZ N E
ERNERRRE] - RAEF IR SR ithR 28 - SREEGXA - EBEM HTML - ERIEY

VATE Gateway In AR ZBIMAAG T - MO UEHEWRA - 8FXX4E B 7HENENE - £1&
% Gateway 7 BER)/M LRI ER - IR HNBEASHAZERE G -

General Display Local Programs Advanced

Time Zone (GMT-07:00) US Mountain Standard Time v
Remote audio playback | Play on this computer v | Quality Low ¥

Choose the devices and resources that vou want to use in remote session.

Enable (Supports text, image, html formats)
Clipboard ¢ Share clipboard among connections only (Supports all formats)
Fast copv(Ctr+C for remtoe copv, double Ctrl+C for copving to local).

L3 TR T Ao ATl

BRMAARIAXHHEE - —E2FER—NMeNBERRX ELETH - AP kfEATER - ZBF
=WBEMER ; S —1PENET—1 RDP RFBREA—NXKAER - ZERASWENME -

@R E R :
1. 7E gateway.conf N AR B RIEE—1TEEFE : tmpdir = C:\\apps\\share
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2. MERERZBRE 7« L&/ M aExHE

General Display Local | Programs Experience
Eemote audi
pl?;assu © Play on this computer |E|
Choose the devices and resources that yvou want to use in remote session.
Clipboard |¥| Printer
" Fast copy(CtrH-C for remtoe copy, press Ctrl-C twice for copying

to loca
Uploading Downloat

o files. (Drag files to vour screen after

[ Clear] [ Delete ] [ Save ] [ Cunnect]
KABRAGE :
1. 7£ servers.json ECEHIEHE :
"mapDisk": true,
"disks": [
{

"dosName": "Storage",

"longName": "Long Display Name",
"devicePath": "/apps/test/"

b
1,
2. FARAPIREEE © « 8/ NEH -

e
FAEBEN N YHEHEBHEBR— I YEI EEERNEREE - FEARHENE BN =EBR L -

SIAE LA RN SEREE LEHE RN TR IS o

sEzBoRE - LRIEASHAREZE - AFREbESEOUERZ LI -

NESHE

RETE - MBI IXENRE - RO LUEA— I XA R B RE— I XEREFL
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f 1 ToRemote.com Mail - Info 4 ﬁ Spark View
€ =2 C O w-think/

Your Position: /| Choose Files

Name Type Size Date Modified Action

SparkGatewaySetupX64Free.exe exe 1.415 MB  Wed Feb 29 2012 20:56:11 GMT-0700 (Mountain Standard Time) L RN

wordpad.rdp rdp 1.303 KB Tue Feb 07 2012 17:55:13 GMT-0700 (Mountain Standard Time) L DRSS

wordpadIP.rdp rdp 1.297 KB Tue Feb 07 2012 18:27:34 GMT-0700 (Mountain Standard Time) L JECN

N TREFENEE - BREFHE Yﬁ:?& REERIN—PHRRIE RS E - WRRBE
gateway.conf ] servers.json NIEEHZENMHK - XHEHEZHKBENRA -

3.10. session il K 1B
Spark A ARHEIEREBWABRIEH TR - MEZXXHIIERARE EEW - ZXHRINEN S
&/ WREEXRBEAERSSG -
FE1E gateway.conf PECEW F =12 .
#=ERSE - 0 AR 1 NRFHIEE

recording = 1

#REHI X HRFIE F
recdir = C:\\apps\\share

tehRNERE
recwarning = true;
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3.11. session Shadowing ( I ASKHFH session )
TPEHRIRERE O DUER/ BT —RIEZ— N —NFER session WRIRFNERY session id :
HTTP://www.remotespark.com/join?1d=123456789

MAYLUERRFAERESIRZETZ 1 - FHEBIURKEZERIRSNEMEREND

HtfEAE R TSI -

- ST LI RDP H7E (&FB VNC £25) - BEHFHMEEMERRDRIME -

BN EBENEREUUESEREMERENEERR -

« MM EEED S DAF LIRS ETUE—TRNERBE—MEH -

« EZ27F Windows XP - Windows 7 - xrdp B9 session O] LA ANA -

« TBRHIRIEEAAE T IAIA— session + BURT IR gateway HIiBARFZ2RHIBES] -
RemoteApp session AT DATE HATARA P ARIMA -
BRI S EMRAOR TP REN LF - RRERNRTIESEITH web IT :
var info = $id("joinSelect");

if (info){

info.onchange = function(e){

svManager.getlnstance().setJoinMode(e.target.value);

}s

var control =$id("requestControl");
if (control){
control.onclick = function(e){
svManager.getlnstance().requestControl();

3

<div id="appinfo" class="appdlg">
<imgalt=""src="info.png"style="float:left">
<table>
<tr><td align="right"><b>Connected
to:</b></td><td><spanid="connectingTo"></span><br></td></tr>
<tr><td align="right"><b>Session
id:</b></td><td><spanid="numericld"></span><br></td></tr>
<tr><tdalign="right"><b>Join mode:</b></td><td>
<selectid="joinSelect"
<optionvalue="0">Every one can control</option>
<optionvalue="1">Only one can control</option>
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http://www.remotespark.com/join?id=123456789

</select><br></td></tr>

<tr><tdcolspan="2"><b>Join this session with following
link:</b><br><aid="joinLink"target="_blank"></a></td></tr>

<tr><td></td><tdalign="right"><inputtype="button"id="requestControl"value="Request
Control"disabled="disabled"/></td></tr>

</table>
</div>

To disable session shadowing, you can R RFHEZ:

e Set shadowing = false in gateway.conf
e Remote following part from the web page:
<divid="appinfo"class="appdlg">

<div>

Var info = § id (“joinSelect™);
If (info){

}

Var control = § id (“requestControl”);
If (control){

}

o Connected to:

Session id:

Join mode: Only one can control =

Join this session with following link:

“Request Contral
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3.12

ol DA AR BB AN E S FAEURIE - RIRBE — Dol LU ARY html5 X%

AR TE (i0S, Android etc )

S FBRIEAFE
@ KK H#E =T (Right click )
5 ( Flick ) ERETERANNZRNER - &R 2HHAEIT]
e ¥# (Pan) ¥4I ( Drag )
oo |2FER (2finger | BRKE (Right click )
tap )
2 F15RD) (2 finger | JBERE ( Mouse wheel )
scroll )
on 3 F1Em/ (3 finger HIMERE - RBRETE 10S £ ( Show software keyboard
tap ) (i0S only) )
ﬁo’# 31587 ( 3 finger MEEwAIE ( Maximize window )
pinch open )
.;:}P 31548/ ( 3 finger EIZ & ( Restore window )
pinch close )
coon | 3IEEZEBD (3 E—1 & ( Previous window )
finger flick left )
I 3tEMEAE (3 T—M & ( Next window )
finger flick right )
- 3@ NBD (3 FrBMI&&/\ME ( Minimize all windows )
v finger flick down )
11t 3fEME LB (3 [EIEFTBYE ( Restore all windows )
finger flick up )
BFIRERME:

c BFENTERER -
BERENTEA D -
KENITBEAR

B - IRTImRE LR RSt ES - &N - BEHNITE

*Tap + hold + move TR -

Remote Spark Cloud Tool.
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*[@_E3B 5 Page Up -
*[@) N8B 5/ Page Dome °

XFFEERIE

ETBIN

« WFEB TR -

« WFEERTERNZ— T HRNERIOUE -

« WFENERNTIHREROUER - NEEAR -
« WFER + ZE + Bl SRUERTHER -

=PFERME

3 FIERE— T EPDRERENREET W

friEtE=l (BERMEXIED )

Tochpad BRIV REAZAIZENESIEARIZER - (RO DUERFEB R L E— N RN
( AMERINIE ) RINIE -

AR

ol Rt=ms ENETUUE - AoLER—MRE - ER— MNP B RIEREFF IR
zEx - —EpcRBOSENEERNAELAL

-5LL—_U/XE§U§ ZH PC (IR

| Fil <] 1 [ > [ 1 |Stert|Al+F4)|Ciri+Alt+Del
IBIARIREY html WA BB NS - F PC BYIRR O LITT ¢
<div

id="pc_key"><span>Ctrl</span><span>Alt</span><span>Del</span><span>Esc</span><span>...</span>

<divid="pc_key _more">

<span>F1</span><span>&larr;</span><span>&uarr;</span><span>&rarr;</span><span>&darr;
</span><span>Start</span><span>Alt+F4</span><span>Ctrl+Alt+Del</span>
</div>
RO B PC key TR F2 E F12
HENE R T:
Android: Chrome and Firefox.
10S: Safari.
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Playbook: Stock browser.

Windows: Chrome, Firefox, IE10 and Safari
Mac OS: Chrome, Firefox, and Safari.
Linux: Chrome and Firefox.

3.13 f#EiniHEE I Touch Remoting

ERELU RGN - BB AR mAE
« RDP F 412 windows8 5% Windows Server 2012
ARt F A B L AR ST 1R

A ENB R/ NERHETEN 1024 x 768 ©

3.14 Hyper-V #Z#l& Hyper-V console
5 HYPER-V EEEEZESIEEH RDP EFMALL - AU T ek
o
E=E—PME vm - FEEB RDP EA - REZEEN VM GUID -
- EAEEIMER T - RDP AEEWAT o UM AR A U (BIOS) -
«JNO] &M RDP HH7E -
9=
- RDP INEEAIR - FEEEMED -
KRE2ABNRAAREALUEZE - RBELTE Windows FEERST -
ZERR HYPER-V & - 1BHAR N 5IEI
* CredSSP ( WESERZMHIIE ) FEF gateway.conf - RIBIHREFEA JIDK 1.6.0 27 LU -
AR =R it it E Hyper-V EAREEME - EARAEBBR - BEAMMWIERIPTA Hyper-V B - MARE
#E VM - BINEEER Hyper-V ZHIBHWBIABETIER 2179 - AR 3380 - EEHEE—D VM -
RBENZAE VM GUID
« 2% Microsoft BB EERSBE VM ; RIAKREE (EE) VM & - ERBFHIARER
AOEB X UK 1S B ML -

3.15 RDP Connection Cache/Pool (REUINIRE A ZEE)

A RDP session may take minutes to start (booting, login, user profile etc) which is unacceptable
Sometimes. RDP connection Cache/pool allows you see you desktop and RemoteApp instantly.

Z1d RDP JEZIRE - o[t R EEEE VR BRI -

You can cache a connection on client side and display it when user needs it. Cache on client side is faster
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and recommended.You can also cache a connection on gateway side (in a connection pool) too. It’s
disabled by default, to

enable it, set “ maxCacheTime=? > to a non-zero value in gateway.conf. B EIBTE config NALES
# exp* maxCacheTime=10 ”

Please check example7.html (under html directory) for usage on client side.

B2E W E0_L example7.html - exp http://lochost/example7.html

3.16 fFSH#E ( Symlink (Access link) )
RO N RDP EMQBEE—MNESL - (BATSTTE servers.json HITIRE ) - HAE servers.json
Z— RDP fAlARgs/m - EAF O LA Server id RIFFTIEL © Symlink @ —HPEE server id E AL EH
AR BOUME—NMEEES (REBNUMIE ) SKAMIELS -
WO RIFHOE— NELE T IT ELEE gateway.conf - M N AESEHZEREHI

{
"symlinks": [

{
"id": "3645e¢6db-7afc-4{ff-8ad9-92415aa25db0",
"resourceld": "demo2",
"validFrom": "2013-05-14 20:43 MDT",
"validTime": "5d"

h

H

You need to specify the location of the symlink file in gateway.conf:
symlink = C:\\Users\\uuu\\workspace\\data\\symlink.json
You can also configure this using config.html:
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http://lochost/example7.html

Gateway: localhost Password:

This page can only be accessed from local computer. Set password and remoteManage=true in gateway.conf to enable remote
access.

Start Configuration

Gateway Server User Symlink

Symlink Configuration (Saved in symlink.json)

ID Resource Password Walid From V.ahd walid To Action
(Server) Time

3o45eb0db-7afc-4fff-Bad9- demo? 2013-5-14 5d 2013-5-19

92415aa25db0 20:432 20:43

3.17 ZEFF ( Macro recording )

ZEFZURERENRREENETIFERE - BIA macro.js EALKIMIT - FHEAH O
PUHITRE .

var recorder = new MacroRecorder(rdp);

recorder.start();//start recording

recorder.stop();//stop recording

recorder.play(); //playback

recorder.stopPlay();//stop playing

recorder.getScript();//get playback script

Please check the source code of macro.js for more details.

3.18 iziwthBh ( Remote Assistance )
RO DI$E A assisthtml I8 HEiniZ2 1B - BEZE Spark View 5 &8 - IEIR S UM E T35 F0
RERYEZZND -
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Porweos -\

= C [ w-think/assisthtml icdl

Spark View (Remote Assistance) 4.0

Spark View (BDP) Spark View (VNG Spark View (558H) Spark View (TELNET)

Spark Gateway: |w-think *default port is 80 if it's not specified (ip-port).

1. Expert name |Expert
2 Password

3. Open or drag the ivitation (.msrclncident) file here:

Choose File | Mo file chosen
Mo file chosen |

O] PIFER Spark View RUZIwmHB) - JE# Windows XP, Windwos 7, Windows 2008, Window 8,
Windwos 2012 « FEIIFN B Spark View RIEEIEIRA 1 ISP ER BB -
* Remote Assistance session FBETBIRS E

* Remote Assistance FIINBETE RS MIR @ RMHY - 15 B1T1E gateway.conf 3 assistance = true ¥ FF
LETHEE -

3.19 RFB (VNC) protocol support
& O] LA E A vne.html E3E VNC server (Linux, Mac etc) - tE4h - BH1373E session shadowing.
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&« C | [ w-think/vnchtm

Spark View (VNC) 4.0
Spark View (EDP) Spark View (85H) Spark View (TELNET)
Spark Gateway: |w-think *default port is 80 if it's not specified (ip;port).
General | Advanced
Computer | HZI
Port 5900
Password

I Clear | | Delete | | Save | | Connect |

Copvright © Remote Spark Corp. 2011 - 2014 www remotespark com

3.20 SSH and Telnet
@ o] D& ssh.html EHZE SSH server -+ HEEH telnet.html 7E#H TELNET server °

* 0] P25 SSH and TELNET sessions.

* Telnet <52 1% local echo.
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= C | [ w-think/ssh.htm

Spark View (SSH) 4.0

Spark View (RDP) Spark View (VINC) Spark View (TELNET

Spark Gatewayv: [w-think *default port is 80 if it's not specified (ip:port).
General Advanced
Computer |startme. biz EI
Port 22

UserName |root

Password

i Clear | | Delete | | Save | | Connect |

Copyright © Remote Spark Corp. 2011 - 2014 www.remotespark com

C | [ w-think/telnethtm

Spark View (TELNET) 4.0

Spark View (RDP) Spark View (WVINC) Sparke View (SSH

Spark Gateway: w-think *default port is 80 if it's not specified (ip-port).
General ] Advanced
Computer [192.168.8.7 [~
Port 23

i Clear | | Delete | | Save | | Connect |

Copvright © Remote Spark Corp. 2011 - 2012 www.remotespark. com
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3.21 Session management
RO LIMIFA config.html E10E session BPIAZ - TJLITE gateway EIEFRLEREZS S session ©

€ - C' [ w-think/confightml w @ =

This page can only be accessed from local computer. Set password and remoteManage=true in gateway.conf to enable remote access.

Start Configuration

Gateway H Server H User || Symiink H Session
Sessions
Id Server Client IP Browser 'Sl'frar:; Numericld User Domain Join Protocol  Action
Mozilla/5.0 (Windows £ri Jun
e5%eaele- NT &.1; WOW64) 3 B
8353-49ad- AppleWebKit/537.36 P
gabe— XP-TESTI 192.168.56.1 (KHTML, like Gecko) ;ﬂ%g&‘.,l 7 409310502 RDP 5
bdb978078&f4 Chrome/35.0.1916.153 7,
Safari/537.36
Mozilla/5.0 (Windows Fri Jun
d187575b- NT 6.1; WOWa4) 13 2
4ed4-441a- AppleWebKit/537.36 o
8322_ 192.168.56.101 192.168.56.1 (KHTML, like Gecko) ;.1%2—3-4] 471562121 RFE R
19b414459fa0 Chrome/35.0.1916.153 2014
Safari/537.36
Mozilla/5.0 (Windows Fri Jun
fb816a05- NT 6.1; WOW&4) 13 e5%eaele- B
e744-43e9- 2 ApplewebKit/537.36 o 8353-40ad-
bao0- XP-TESTI 192.168.56.1 (KHTML, like Gecka) ;%23.27 643568398 gabc- RDP @
9332881bsfef Chrome/35.0.1916.153 2014 bdbo7go78ff4
Safari/537.36

4. API BiGEF

4.1. IRFE API ( EHARSB 2R SEIE P Is JavaScript API )
ERHMIIAEIZ “gateway.js” °
var gw = new Gateway("192.168.9.118");
gw.login("password");
gw.report();/ i tH 2 &
gw.report(callback);/ 4 1 2l callback 754
gw.checkLicense(callback?); // 15 &5 # AN SRS

function callback(obj) {
if (obj.error) {
console.log("Error on getting report:" + obj.error);
return;
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H

var c, ¢s = obj.connections;

var len = cs.length;

console.log("\nTotal connections:" + len);
for (vari=0;1<len; i++) {

c =cs[i];

console.log("connection " +1 + " ------ ");

console.log("clientlp: " + c.clientlp);

console.log("clientAgent: " + c.clientAgent);

console.log("server: " + c.server);

console.log("startTime: " + c.startTime);

We also have Java command line tool available for same purpose. Please download it from our web site.

We also have WebSocket client available which can be used to communicate with our gateway or other

WebSocket servers.

4. 2. Rdp libray (Client side Javascript API )
4.2.1. Rdp parameters
Parameter Value
Gateway String, address and listening port of the gaetway. For example:
192.168.0.8:443
Server String, address of the RDP host.
Port Integer, RDP listening port. Optional, default is 3389
User String, user name (Windows User).
Pwd String, password for user name.
Domain String, domain name
Keyboard Integer, keyboard layout, default is 0x409 (US)
useConsole Boolean, connecting to console session/Admin mode. Default is false.
legacyMode Boolean, connecting to xrdp or VirtualBox RDP
Width Integer, screen width of RDP session. Default is 800
Height Integer, screen height of RDP session. Default is 600
server bpp Integer, color depth of RDP session. Default is 16
playSound Integer, Default is 1: Do not play sound; 0: bring sound to local; 2: leave
sound on remote computer.
startProgram String, “shell”: start a program on connection; “app’: start a RemoteApp.
Command Command for “Start a program on connection (startProgram=shell)”
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Directory Directory for running command (startProgram=shell)

Exe Program or file for RemoteApp (startProgram=app).

Args Arguments for RemoteApp (startProgram=shell).

Background Boolean, default is false, disable background

Smoothfont Boolean, default is false, disable font smoothing.

Contents Boolean, default is false, disable full windows drag.

Animation Boolean, default is false, disable menu animations.

Composition Boolean, default is false, disable desktop composition.

Styles Boolean, default is false, disable theming.

mapClipboard Boolean, default is false, disable clipboard rediretioin.

mapPrinter Boolean, default is false, disable printer redirection.

mapDisk Boolean, default is false, disable disk redirection.

Touchpad Boolean, default is false, touchpad mode (relative mouse movement, touch
interface only).

waWidth Work area width for RemoteApp, Default value is the screen width. You may
want to change it if you display app in a iframe.

waHeight Work area height for RemoteApp. Default value is the screen height. You may
want to change it if you display app in a iframe.

Printer Printer name

useSSL Use WSS (WebSocket secure connection), only used by Rdp2 class.

Timezone The client time zone name. Please check the values you can use in rdp.html

loadBalancelnfo Load balance information

Vmid Hyper-V VM GUID, For example:B3D5444C-2611-
405A-9CA0-7AA8DA94DFOB, it is for Hyper-V
Console connection.

minWidth, Minimum width and height, some applications can

minHeight Only work on a minimum resolution.

connectType Connecting type:
CONNECTION_TYPE_MODEM 0x01

Modem (56 kbps)

CONNECTION_TYPE BROADBAND LOW 0x02
Low-speed broadband (256 Kbps — 2 Mbps)
CONNECTION_TYPE SATELLITE 0x03
Satellite (2 Mbps — 16 Mbps with highLatency)
CONNECTION TYPE BROADBAND HIGH 0x04
High — speed broadband (2 Mbps — 10 Mbps)
CONNECTION_TYPE WAN 0x05
WAN (10 Mbps or higher with high latency)
CONNECTION TYPE LAN 0x06
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LAN (10 Mbps or higher)

4. 2. 2. Passing parameter via URL.
Please use “on” and “off” for Boolean value if you are using URL to pass parameters.
Connecting to desktop:
var parameters = “server=192.168.0.2&user=admin&pwd="+ encodeURIComponent(“&=@#");
//use encodeURIComponent to escape special characters in value
var width = 800, height = 600, server_bpp = 16;
varr = new svGlobal.Rdp(“http://” + gateway + “/RDP?” + parameters, width, height, server_bpp);
r.addSurface(new svGlobal.Locallnterface());
r.run();
Connecting to RemoteApp in current window:
You only need to add some extra parameters:
parameters += encodeURIComponent(“startProgram=app&exe=||[EXCEL”);
Connecting to RemoteApp in a new window:
varparameters = «server=192.168.0.2&user=admin&pwd=» + encode URIComponent(«&=@#»);
/luse encodeURIComponent to escape special characters in value
parameters += encodeURIComponent(“‘startProgram=app&exe=||[EXCEL”);
var width = 800, height = 600, server_bpp = 16;
var r = svManager.getInstance(); //try use the existed session.
If (r == null){

r = newsvGlobal.Rdp(protocol + gw + “/RDP?” + s, width, height, server bpp);

var rail = window.open(“rail.html”);
function onSurfaceReady(surface){
r.addSurface(surface);
r.startApp(frmConn[“exe”’].value, frmConn[““args”].value, “”’);
¥
rail.svOnSurfaceReady = onSurfaceReady;

r.run();

4,2.3. Passing parameter via object or cookie
Rdp2 class can be used to replace Rdp class. You can pass a object to Rdp2:
varobj = {gateway: «192.168.0.2», server:»192.168.0.8», user: «user»};
var r = new svGlobal.Rdp2(obj);
Rdp?2 class will create an object from cookies if obj is undefined. If value of the document.cookie is
“gateway=192.168.0.2;server=192.168.0.8;user=user”’, Rdp2 will create a object automatically for

connection.
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4.2.4. Usage of Rdp class

Properties:

Name Type Description

appTimeout int Close the RemoteApp if no Windows found after this
period, default is 800 ms.

displayMsg Boolean If display error or warning message, default is true

reconnectOnResize Boolean If reconnect when resize the browser window, default is
true

reconnectTimes Int Automatically reconnecting time, default 0.

sessionTimeout Int Close the session disconnection if no RemoteApp running
after this period.
Default value is 3000 (3 seconds). You may want to make it
longer, so user can use the current session for new
RemoteApp.

windowState Int State of RemoteApp main window, 3: always maximized, 0:
controlled by user

openLink Boolean Display a web link button when user copy a web link in
remote computer, default is true

sessionInfo Object Current session information. Including following
properties: sessionld, 45sername, domain.

Methods:

Name Description

close() Close current RDP session.

exeAppCmd(cmd) Execute command on current RemoteApp, cmd (Int) values:

0xF020: Minimize the window

0xF030: Maximize the window

0xF060: Close the window

0xF100: Display the windo’s system menu
0xF120: Restore the window

mouseDown(Xx, y, button)

Send mouse down to RDP host. X, y: mouse position, button: which

button, same as event.button.

mouseUp(x, y, button)

Send mouse up to RDP host.

mouseMove(x, y)

Send mouse move to RDP host.

Running()

Check if connected to a RDP session.

setAudioBuffer(seconds)

Audio buffer size, default is 2.0 seconds

writeKeyCode(down, keyCode)

Send browser keyCode to RDP host. “down”: Boolean

writeText(txt)

Send Unicode to RDP host

Notify(message,session]DArray)

Send message to other session.
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sessionlDArray is optional. If sessionl is not given, this will send
message

to all other joined and main session. If sessionIDArray is provided, it
will

send message to sessions with the given ID. For
example:[id1,id2,id3].

The id can be the 9 digit number id or the GUID.

Events:

Name Description

onclose() Triggered when RDP session is closed.

onerror(error) Triggered by an error. Use error.name, error.message to get error
details.

onloggedin() Triggered when user logged in

Onfileuploaded(filename)

Fired after a file was uploaded

Onuploaded()

Fired after all files were uploaded

Onsessionjoin(sessionInfo)

Fired when a new user joined the session.
sessionInfo has following properties:
numericld : the 9 digit id

_ip : joined user’s hone name or ip address
Name : if provided

Return true will override the default behavior.

Onsessionexit(sessionInfo)

Fired when a joined user existed the session.

Return true will override the default behavior.

Ongivecontrol() Fired when current user can control the session.
Return true will override the default behavior.

Ontakebackcontrol() Fired when current user can not control the session
Anymore.

Onrequirecontrol() Fired when another require current user to control the

session

4.2.5. Virtual Channel [E¥\i@iE

You can create one and only one RDP virtual channel on client side using JavaScript:

var r = new svGlobal.Rdp(protocol + gw + "/RDP?" + s, w, h, server bpp);

var vc = new r.VirtualChannel();

ve.name = "CUST";

ve.process = function(buffer){
console.log(buffer.getByte());
console.log(buffer.getLittleEndian16());
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vc.onopen = function() {
var data = new Array(7);
var tb = new RdpBuffer(data, 0, 7);
rb.setByte(1);
rb.setLittleEndian16(345);
rb.setLittleEndian32(567);

rb.markEnd();
ve.send(rb)

}

r.addChannel(vc);

You can create more virtual channels on server side using gateway plug-in and Java.

4.3.Plug-ins (Server side Java API)
Your plug-in must implement com.toremote.gateway.plugin.ManagerInterface. With the plugin, you can
do authentication integration, session querying and reporting, RemoteApp management and RDP virtual
channel extensions, player integration, new websocket protocol handler etc. Please download our plugin
example project for more information:

http://www.remotespark.com/Plugin.zip

4.4 HTTP Request API(Server side)

You can use HTTP request to create server, symlink dynamically if you don't want to write a plugin.
Create servers on gateway:
http://gatewayAddress/SERVER?id=serverld&displayName=Name&server=hostName&gatewayPwd=pa
s

swordInGateway.conf&...

gatewayPwd is hexadecimal MD5 hash of the password which is configured in gateway.conf. Please
check 4.2.1 for other parameters you can use.

Create symlink on gateway:

http://gatewayAddress/SYMLINK ?symlink=symlinkld&server=existingServerld&validTime=20m&
gatewayPwd=passwordInGateway.conf&...

You can also use "validFrom", "validTo" parameters. Please check
http://www.remotespark.com/view/doc/com/toremote/gateway/connection/SymLink.html for more
information.

To delete a server or symlink, add "&action=delete" to the URL; To update a server or symlnk, add
"&action=update" to the URL.

HTTP request will return status code 200 if operation succeeded, 500 if operation failed.

Appendix A: shortcut keys
e CTRL+ALT+END tH Windows £ IEME -

e ALT+PAGE UP ERERIH TN ERIH
e ALT+PAGE DOWN #HRER PIH TN EG L -
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e ALT+INSERT i 1A ERN Y B EZFBE -
e ALT+HOME I« 48 3k
e ALT+DELETE Z/RH Windows #E& -

Appendix B: 3| 5832 1BFIFR

Uik EIERRA =

Mozilla Firefox 11.0

Google Chrome 16.0

Apple Safari 5.0 VNC &5 6.0 3 Zfa A

Internet Explorer 10.0 AZIEEEFEHEMD (audio redirection ) - 15
£ IE9 X Z BIARZAZ %5 Chrome Frame °

Opera 12.0

£ MacOS X, fFZ £ A“ Command Key”>RHU « Ctrl-C/V” ©

Appendix C : HRA [ £ &1T715 B
1:2014%F 98 12H
1. X# VNC ' TELNET ' SSH IR RIEMW -

2. &7 com.toremote.recording.Merger FIIE R F ©
3. %E RDP Session AEA/N EBEEMNICRE RIBERSH -

4. FARZSAY HTTP APl EOIZARSS 28 - SEESFHE - ALFEHBNE plugin
5. 7TE gateway.conf £ credSSP ZEIN o] gE 2 ESLHY ~ BB -

6. TEBFHEBEINITIESR Gateway ID ( BECE gateway.conf ) S EHLEFR -

7. OIERCER PC A NAEHY rdp.css °

8. Tt confightml ERENHERMNE

9. BIEEEIEEDN BZLEEEEA (o ) IXHEP - FRENNEREEZIM 2R -
10. BIERRIE (Imt ) BEHMARER -

11. IBIERE thread 72 B BIRIFAMNIDIA -

12. {E1ETE Hyper-V &R ZBIIZEH S session AT SLR BB -

13. {B1ETE Windows8 B4R - B AFISLAARREA - -
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14

15.

16
17
18

19.

. BIEANEE ¥/ 2 EFR/SHO -

EIEZnim HBNRY session U fE - EIE TG AR E R RARR R Z B -
. BIETE#R AT RDP session 4R E L E O -

. {B1E*E Firefox F IE & F EHIE R AYIO)A -

. {B1ETE Firefox FEEFTTHIIOA -

{E1E OpenID B9[] -

S0

1.
2.
3.

FEETATE IE NS EIEW -

FBTF IE XEI28AY bug - RemoteApp TEBIAY windows FEEEF -
FEIEIOE N ( RXFERN ) TAEH /M IR R X HTML - BN IE X528 10 BY bug -
IEARE IE MEEEE 11 -

4.0:2014F 7H 20 H

1. XZiZxlmthB) Remote Assistance TIEE ©

2. %8 SSH and TELNET 7€ -

3. TERENRRIGNZEREINEL ( multiple Virtual Channels ) ( £ 4.0 ZBI R 0F— 1M ELL )

4. ENEEEH Gateway Z BRI - SZEZ D Gateway BB -

5. o] 3E SSL MEMERE MY SSL #EN -

6. ZHEIXTIE11 B3 EZ1E ( orientation change ) °

7. {BI1ETE Chromebook ## Unicode 2R - FT/AER AltGr key HYBJ# -

8. {B1ETE Ubuntu MR EF Firefox P LAY ST NG O] -

9. {B1ETE Firefox 24 iRPTELILAVEEIRARIZE ( touch detection ) RYTJRR -
==

1. BEEIEABEFEMR -

2.
3.

3.620

E4 IE 8 Bug - 515 RemoteApp AR Window J5)AIER R IE -
AN IE10 B9 Bug - H#EMNL FB R - HTML o)A IE10 IEEEA ( REEAXZEAR )
ioff - IBEMEIELNL °

14EFE1H12H

Remote Spark Cloud Tool. Page 49 of 64



TEFMB NN X EEMN HTML EH/55 NG I0EE -
Y HRHEZM Gateway - T REHIERE ZBIWEAIEINENR -
FIENGERSZRH AL E/ V/A/T/HE (REBLBIEHER ) -
A PUFREE session 7E Gateway - H B MEMIZ R EINERD -
O] Uz #F SSL XA EF Ik SSL S IE -
BRI M BERR T -
fRRTTE IE11 AR bug ( IE11 B9 bug 801833 ) -
BHESRIEIIEE
CredSSP RUZER TFAAR) Java hRZ -

AEHERINEE - BAASERERIREI - AMEUS Cul + C - B IIXE : appefg.js
NESH - RBREFEAXEE -

11. £ Chrome A Opera W< #F EHEFE -

12. BIEEBEENXH LEOR -

13. EBIE T EEME G - minWidth /minHeight o)A A Z B -

14, BIEFAESFEH#EE ( Unicode FFE Unicode ) HYDIEA -

15. {E1E7E Firefox 26 fR L - RESF MBI Z IO -

16. IE1ETE load balance gateway _E - £51%HY html JE 3B -

17. {BIETEMA VNC E£R - FIF4E/M null P 4RIOIR -

18. B#i /A 3 : SparkGateway.jar - HTML B -

o ®» N kWb o=

—_
=

AHEEERILE
1. onTextReceived & AbstractHandler &x22#077.% » 1B onText S1EHE -
2. remoteAppLogin 7E appcfg.js I AT - 15 A hideLogin & -
SANE)
1. FBEAEETE IENSEREW -
2. EXHIEENERIMEERERT Chrome + Opera I N —F Ex B % -
3. AT IENESRRENARZ - 7 IE N5 E L RemoteApp FRUAIME - FTiXBIF -
4. EFl - EER - HTML IB)AE IE XS 2% 105217F - B IE 10 8 bug ( 2R Text ) - 18
THRE IE XL325 11 -

3.52013F 10 5 27 H
1. % VNC ¥ ( vnc.html ) FIPAES ( shadowing ) °
2. 7 IE RN E 5B E XIER
3. ZIEBERE (7 appefg.js IR TE reconnectTimes )
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4. 7 rdp.html EO] BRI EIIEL ZRIRIES -

5. M confightml EEBE# _EERNEE -

6. EIETEfER webfeed 2SR - EEMERIEEDIA

7. BIEEMIEEERRRIDIER - ERHIR RDP EA -

8. {EIETE IEXMiEs 11 M ARIDIEA ( Windows 8.1 BRI )
9. BIETEFEAMIZEN IEN N L ART LB -
10. {E1ETE Firefox B 1A Unicode R - EHIAVOIA
11. BIE 7 T3 ER L F IERTHA IO -

12. BIEABEXR/NEER - HFROEA -

13. WEHB RIS ClientException ( & ) -

14. B . Bt SparkGateway.jar - HTML H -

ARENLE
1. REZEWMRFMAIIEGE - TREFEHMZ sessionInformation.getConfig ( ) - MEBIRG]
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